Enunbiil ypok Ui neteil BO3MOXHO MPOBECTH B CIEAYIOIUX (popmax, KOTOpbIE MOTYT OBbITh
MCIIOJIb30BaHbl KaK OTJENbHO, TAK U COBMECTHO:

1.

[IpoBeneHre TPaAUIIMOHHOTO YpPOKa, KJIACCHOTO Yaca W JINIOBOH MIPHI HAa OCHOBE
IPEIOCTABICHHBIX HIKE METOIMYECKIX MAaTEPUAIIOB;

JleMoHCTpanus MyabTQHUIbMA U/WIH BUICO-YPOKA;

[IpoBenenue Beepoccniickoil KOHTPOJIbHON paboThI 10 HHPOPMAITMOHHOW OE30MIaCHOCTH
(onnaitn-Tect) Ha moptanie Enunoro ypoka nns gereit www.Ennneiitypok.getu. Ilo
OKOHYaHUU TECTHPYEMOMY BBLIAETCS CepTU(UKAT, MO3BOJSAIOMIMN OICHUTh 3HAHUSA H
BBICTaBUTHh OIICHKY. B TecTe BbIJaua BOIPOCOB BBINACTCA CIIy4allHBIM 00pa3oM u3
OacceliHa BOIIPOCOB;

Opranuzanus ydacTusi JAETeH B MEXAYHApOJAHOM KBecTe (OHJIAHH-KOHKYpCE) 10
dpoBoii rpaMmoTHOCTH «CeTeBUY0K» Ha caiite www.CeTeBU4oK.pd;

[loaroroBuTh M BBLABUHYTH Pa3jIMYHbIE TBOpuUeckHe paboThl U VHTEpHET-pecypchl Ha
Hanmonanenyro npemuto B 061acTi HHPOPMAIIMOHHOTO MPOCTpaHCTBa eTcTBa "TIpemust
CereBuuok" u  Bcepoccuiickuif  KOHKypC — COLMAJbHOW  pekjamMbl Ha  TEMY
nH(OPMAIMOHHOKW 0€30IacHOCTH JIeTe Ha calTe WWW.IPEeMUsCETeBUIOK.ph, a B
OKTsIOpe OpraHM30BaTh Y4YacCTHE JETeH B «HAPOJHOM TOJIOCOBAHMW» 32 YYACTHHKOB
KOHKYPCOB;

OpFaHI/ISOBaTL pa3aaqy JUCTOBOK U PACIIPOCTPAHCHUC YCPE3 MTHCBHUKU 06y11a10u11/1xc;1
TEMATHUYCCKUX 6pOHHOp, KOTOPELIC MOKHO pacicdyaTraTb CaMOCTOATCIBHO
OopraHu3alsaMu.

Marepuainsl K ypoKaM U 3aHATHSIM:

1.

Kpr JJI1 HadaJIbHOTIO, 06]1_[61"0 U TIOJIHOT'O CpCAHCTO 06pa30BaH1/151 MeX(HpeHMeTHOﬁ

o0nactu «OCHOBBI K1OepOe30MmacHOCTH: Kypc "OcHOBBI
kubepoOe3omacuoct", YueOusle MoayiaH, TemMarnueckoe IutaHupoBanHme 2-4  Kiacc
(Oxpyxaromuii_mup) , Tematuueckoe [JIAHUPOBaHUE 5-10 KJ1acc

(OBX) u Temarnueckoe turanupoBaune 7-11 kimace (Muadbopmarnka);

PaGouast mporpamma kBecTa 1o uudpoBoi rpaMoTHOCTH "CeTeBUUOK" JUIsl BKIIOUCHUS B
porpamMmy BHEYPOUHOU AEATEIbHOCTH YUPEKICHUS.

Buneo-ypok no kubepOezomacnoctu ans aereil Ilpencenarens BpemenHoilt komuccun
CoBera ®enepannu no pa3puTHio HHPopMmarmonHoro obmiectsa JI.H. Bokooii. Ber
MOJKETe 3alyCTUTh €ro Kak Ha caiite, Tak ¥ ckavarb. Ckaudate daiin (mp4, 800
MB)BTopas ccbuika. CMOTpETh OHJIAKH.

Bkiieiikn B JHCBHHUKHU V‘{aIIH/IXCﬂ.JIaHHLIe BKJIAAKKW PEKOMCHAYCTCA pacredaratb M
BKJIEUTE B OJIOK JOoMallHuX SaﬂaHI/Iﬁ Ha Cy66OTy B JTHCBHUKHU 06yqa101m/1xc>1.

Buneo-ypok mnoprama "CereBuuok" coBmectHo ¢ HII "Jlura ©Ge3omacHoro
NnTepnera. Ckauate daiin (mp4, 800 MB). CMoTpeTh OHIaiH.

Meroandeckue Marepuanbl MOATOTOBIEHBI crneruanmuctamu PIAOY  «Axkagemus
MOBBIIICHUS KBAJM(UKAIUU U TNPOPECCHOHANBHONW MEPernoAroTOBKH pPabOTHUKOB
oOpa3zoBanusy». Marepuansl 2017 roaa, pexomenaarmu 2016 roxa, 2015 roaa, 2014 rona.
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YuebHoe mocobue 1mo Meana-uHGOpMaAIMOHHON TPaMOTHOCTH 0T MUHHCTEPCTBA CBSI3U U
MAacCCOBBIX KOMMYHUKan Poccumn.

Marepuansl K ypokam O€30MaCHOTO HWHTEpHETa TakkKe OBUIM IOJTOTOBJICHBI
cnenuanucramu HIT "JIura 6e3onacHoro uHtepHeTa". MaTepuansl K ypOKy B CTapIIUX
knaccax  (IIpesentauums), B cpeguux  knaccax  (IIpesenranus, [Ipesenranus B
OOHOBJICHHOM au3aiiHe), B HayaJlbHbIX KJaccax. (AHuMupoBaHas
IpE3EHTAlNsl, IPUMEPHBIN KOHCIIEKT ypoKa, npe3eHTanus). Meroaudyeckue
PEKOMEH/IAINY 110 IPOBEACHHUIO YPOKOB O€30M1aCHOI0 MHTEPHETA B IIKOJAX

HIT «Jlura Ge3omacHOTO HMHTEpHETa» ObUI OCYIIECTBICH MEPEBOJ HA PYCCKHH S3BIK
cioBeHcKkoro Mmynbrceepuana «SheepLivew: benbie osiel, Taiineiii apyr, He TtaHiyii ¢
BOJIKOM, JIeBSAHOCTO neBTh, HeBocnuTanueid, boinryH, KoposieBa
KpacoThbl, KapHaBaJabHBIN koctioM, ban-mackapan, Treicssua apysel, Yyxon
tenedoH, PeiiepBepk, Pyku BBepx, B rnynoMm nosmoxkenuu, Kopsuna moxymok, Mrpa B
cHexxkH, TenedonoManus U 3aTyMaHEHHbBIE TOJOBEI

Ipuioxenue Ne2

HPOpMALHMOHHASA NMAMSATKA JUIA 00y4YaloIuXcs IS pa3MeleHusl Ha 0pUIHaAJIbHBIX
HNHurepHeT-pecypcax

C KaKAbIM I'OAOM MOJIOACKHU B UHTCPHCTEC CTAHOBUTHCA 60.]'1])]116, a IIKOJIbBHUKKW OJHH M3 CaAMBIX

aKTHBHBIX II0JIb30BaTeici PYHeTa. MG)KI[Y TEM, IIOMHMO OI'POMHOI0 KOJHMYCCTBA BO3MO)KHOCT€ﬁ,

HWHTCPHCT HECCT U Hp06J'IeMBI. JTa mamsTKa JOJDKHA IIOMOYb TeOe Oe30macHo HaxoauTbCsA B CCTH.

Komnwvromepnvie supycot

KommbioTepHblii BHpPYC — 3TO Pa3HOBHJIHOCTb KOMITBIOTEPHBIX MPOTpamMM, OTIUYUTENHHOMN
0COOEHHOCTBIO KOTOPOI SIBJISIETCS] CIIOCOOHOCTH K pa3MHOXKEHUIO. B 0N0IHEHHE K 3TOMY, BUPYCBHI MOTYT
MOBPEIUTh WM TOJHOCTBIO YHUYTOXKUTH BCe (ailiibl M JaHHBIC, MOJAKOHTPOJIBHBIE MOJIb30BATEIO, OT
MMEHHN KOTOPOTO OblIa 3amylieHa 3apakEHHas MporpaMMa, a TakyKe MOBPEIUTh WM JIa)Ke YHHUTOXKUTh
OINEpaLMOHHYIO CUCTEMY cO BceMH (paiinamu B 1esioM. B OONBIIMHCTBE CiIydaeB pacHpOCTPaHSIOTCS

BUPYCHI YEpE3 UHTEPHET.

MeTo/ibl 3aIIUTHI OT BPEJAOHOCHBIX POrpamMM:

1. HUcnonb3yli coBpeMEHHBIE ONEPAMOHHBIC CHUCTEMBI, HMEIOIINE CEPhE3HBIN YPOBEHB
3aIIUATEI OT BPEOHOCHBIX IIPOTPaMM;

2. TloctossHHO ycTaHaBiMBail mauTu (LUQPOBBIC 3aMIATKH, KOTOPHIE aBTOMATUYECKU
YCTaHABIIMBAIOTCS C IENbI0 JIOPAOTKH MPOTPaMMbI) W Apyrue OOHOBIICHHS CBOEH
oTiepaIiioHHO# cucteMbl. CKauMBail UX TOJIBKO ¢ OUIIMAIBHOTO caifTa pazpaboTunka
OC. Ecnu cymiecTByeT pekiuM aBTOMAaTHYE€CKOTO OOHOBJIEHHSI, BKITFOUH €T0;
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o

Pabotaif Ha cBOEM KOMITbIOTEpE TOJ] ITPaBaMU IOJIb30BATENs, & HE aIMUHHUCTPATOPA.
OTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpPaMM HHCTAJUIMPOBATHCS Ha
TBOEM [1E€PCOHAJILHOM KOMIIBIOTEPE;

Vcnonb3yit aHTUBUPYCHBIE ITPOrPaMMHBIE IPOAYKThI U3BECTHBIX IPOU3BOJUTENCH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3HUECKUil JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIULL;

Vcnonp3yii BHEIIHUE HOCUTETH MH(OPMAINH, TaKue Kak (IIenka, TUCK Win dai u3
MHTEPHETA, TOJIBKO U3 NPO(EepPEeHHBIX HCTOUHUKOB;

He otkpeiBaii KOMIBIOTEpHBIE (hailsibl, MOTyYCHHBIE M3 HEHAAEKHBIX HUCTOYHUKOB.
Jlaxke Te (aiinbl, KOTOpbIE MpHUCIAT TBOW 3HAKOMBIA. Jlydile yTo4yHM y HeEro,
OTIIPaBJIsUI JIU OH Te0e UX.

Cemu WI-FI

Wi-Fi - a0 He BuA mepeaayu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIb Oper, Mapka. Emte B 1991
ro/ly HUJEpJIaH/ACKas KoMIaHus 3aperucrpupoBaia opern « WECA», 9Tto 0003Ha4aso ClIoBOCOYETaHHUE
«Wireless Fidelity», KoTopbIii IepeBOANTCS KaK «OeCTIPOBOTHAS TOYHOCTHY.

Jlo Hamiero BpeMeHH JIOIUIa Apyras abOpeBuatypa, KOTopas sBISETCS TaKOW K€ TEXHOJOTHCH.
Oto abbOpeBuatypa «Wi-Fi». Takoe Ha3BaHMe OBUIO JJaHO C HAMEKOM Ha CTAaHAAPT BBICIIUN 3BYKOBOM
texHuku Hi-Fi, 4To B epeBojie 03Ha4aeT «BBICOKAsi TOUHOCTHY.

Ja, OecriaTHBIE MHTEPHET-IOCTYI B Kade, OTEIsIX U a’ponoprax SBISICTCS OTIUYHOM
BO3MOJXKHOCTBIO BBIXO/Ia B HHTepHET. HO MHOTHE 3KCIIEPThI CUMTAIOT, uTO 00IIenocTynHbie Wi-Fi ceTu He
SIBIIAIOTCST O€30ITaCHBIMH.

CoBeTbl 110 6e30macHOCTH paboTe B 001Ie0cTynHbIX ceTsax Wi-fi:

1.

He nepenaBaii cBoro iauuHyro uH(popmanuio uepe3 obOmenocrynHeie Wi-Fi ceru.
PaboTtast B HHX, )KeJaTeabHO HE BBOJIUTH MApOJM JOCTYMNa, JOTMHBI M Kakue-TO
HOMeEpa;

Vcnonb3yit 1 0OHOBIIANH aHTUBHUPYCHBIE NMPOrpaMMbl U OpaHamayep. Tem cambIM Tbl
oOe3omacuIb ce0st OT 3aKauKu BUPYyCa Ha TBOE YCTPONCTBO;

IIpu ucnonb3oBanun Wi-Fi otkmoun ¢ynkuuio «OO0mmii goctyn k ¢aiiam u
npuHTepam». JlaHHas QYHKIUS 3aKphiTa 10 YMOJYAHHWIO, OIHAKO HEKOTOpHIE
MOJIb30BaTEIIN aKTUBUPYIOT €€ I y100CTBa HCIOIb30BaHus B paboTe miu yueoe;

He ucnone3yit myonuunenii WI-FI ans nmepenaum JWYHBIX JaHHBIX, HampuMmep JUIst
BBIX0J1a B COIIMAJIbHBIE CETH MJIH B AJIEKTPOHHYIO MOYTY;

Nnone3yit Tonbko 3amunieHHoe coenunenue uepe3 HTTPS, a ne HTTP, T.e. ipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmmeHOoM Tenmedone ortkmroun  pynknuio «[lomkmouenne k- Wi-Fi
aBTOMaTHuyeckn». He nomyckail aBTOMaTHUECKOTO MOJIKIIOUYEHHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

Couuaﬂbele cemu
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ComnpanbHble CeTH aKTUBHO BXONSAT B HAIly >KU3Hb, MHOTHE JIIOJM PaOOTAIOT U JKUBYT TaM
TIOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MUJLIHAP]T YEIOBEK, UTO SIBJIIETCS OJHOW CEIBMOM BCeX
JKUTEJeW TUIaHeThl. MHOTHe MONb30BaTeNId HE TOHMMAIOT, YTO WH(POpPMAIUs, pa3MellcHHAs WUMH B
COIMANTLHBIX CETSAX, MOXKET OBITh HalJIeHa M UCIIOJIb30BaHA KEM YTOJIHO, B TOM YHCIIC HE 00S3aTeNBHO C
OraruMu HaMEpPEeHHUSMHU.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COLMAIBHBIX CETSIX:

1. Orpannub cnucok apy3ei. Y TeOS B Ipy3bsAX HE JOJDKHO OBITh CIIy4aWHBIX W
HE3HAKOMBIX JIFOICH;

2. 3Bammiiai CBOI YacTHYIO KHM3Hb. He ykasbiBail mapoinu, TenedoHsbl, agpeca, Aary
TBOCTO POXACHHUS M JPYTyI IUYHYIO HHPOpMAIMiO. 3I0YMBINUIICHHUKA MOTYT
UCIIOJIb30BaTh Jake MH(OpPMALMIO O TOM, KaK Thl U TBOU DPOAMTENH IJIAHUpPYETE
MIPOBECTH KaHUKYIIBI;

3. 3Bammiai CBOIO pemyTaluio - JEpXKU €€ B YUCTOTE U 3aJaBail cebe BOmpoc: XOTel Obl
TBI, YTOOBI APYyrHe TOJIB30BATENN BHICIHU, YTO ThHI 3arpyxaems? [lomymai, mpexie
9YeM YTO-TO OMYyOJIMKOBATh, HAMUCATh U 3arPY3UTh;

4. Ecnu Tl TOBOpULIb C JIOAbMH, KOTOPBIX HE 3Haellb, HE MCIOJIb3YH CBOE peanbHOE
UMS U JIpYTyI0 JUYHYI0 WHGOpMAalMU: UMS, MECTO >KUTEIbCTBA, MECTO y4eObl U
poyee;

5. Hzberait pazmenienus ¢pororpaduii B MIaTepHETE, T/1€ THI H300paKEH Ha MECTHOCTH,
10 KOTOPOI MOYXHO ONPEIEIIUTh TBOE MECTOIIOIOKEHHE;

6. Ilpu perucrpanuu B COUMATBHON CETH HEOOXOIUMO HCIIOIb30BATh CIIOXKHBIE MapOJIH,
cocrosimue U3 OyKB ¥ (P U C KOJTUIECTBOM 3HAKOB HE MEHEeE §;

7. Jlns conumanbHOM ceTH, MOYTHI U APYTHX CAMTOB HEOOXOIMMO HCIOJIB30BaTh Pa3HbIE
napoiu. Torga ecnu TeOsl B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH TOJy4YaT JOCTYI TOJIBKO
K OZJTHOMY MECTY, a HE BO BCE Cpa3sy.

Dnexmponnsie OeHvbeu

DJEeKTpOHHBIE JEHBIM — 3TO OYEHb YIOOHBIA CIOCOO TMarexel, OJHAKO CYHIECTBYIOT
MOIIC€HHUKH, KOTOPBLIC XOTAT IMOJTYYUTh OTU JCHbBI'U.

SJ'IGKTPOHHBIG JCHbI'M IIOABHJIMCH COBCEM HCAABHO H HWMCEHHO H3-3a 3TOIr0 BO MHOI'HX
rocyaapCTBax 40 CUX IIOp HE IMPOIMCAHO PO HMUX B 3aKOHAX.

B Poccun e oHM (YHKIMOHHPYIOT M O HHX YK€ MPOIUCAaHO B 3aKOHE, TJe UX Pa3JelisIioT Ha
HECKOJIbKO BHJIOB — aHOHMMHBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcsi MPOBOJUTH Omepanuu  0e3 WASHTH(QUKAIMKM I0JIb30BaTeNs, a B HEAHOHHMHBIX
UICHTU(GUKAINH TTOJTH30BATEIS SIBISIETCS] 0053aTEITLHOM.

Taxoxe CJICAYCT pa3jindaThb 3JICKTPOHHBIC (1)I/IaTHI>IC JCHbI'N (paBHLI TOCYyAapCTBCHHBIM BaJ'HOTaM)
" SJICKTPOHHBIC He(i)I/IaTHLIe JACHbI'N (He PaBHBI TOCYAaPCTBCHHBIM BaJ'IIOTaM).

OCHOBHBIE COBETHI 110 OE€30MACHOH PabOTe ¢ SNEKTPOHHBIMH JICHBIAMU:


http://gimn-keg.ru/setevichok.htm

1.

4.

[TpuBsoku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBINA CIIOCOO
BOCCTaHOBHTH JOCTyN K cuery. [IpuBsizaHHBIA TenedoH MOMOXKET, eciu 3a0yenb
CBOU IUIATEKHBIN MapoJib WK 3aUJEIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;
Hcnone3yii onHopa3oBele maponu. [locie mepexona Ha YCHIEHHYIO aBTOPH3ALUIO
Tebe yxe He OyeT yrpokaTh OAaCHOCTh KPa)ku HJTM IepexXBaTa IJIaTeKHOTO Mapois;
BeiGepu cnoxublii mapons. IIpectynmHukaMm OyZeT HE NMPOCTO yragaTh CIOXKHBIN
napoiib. Haziexxaple mapoiau — 3TO Mapoiu, KOTOpPBIE COJepkKaT HEe MeHee § 3HAKOB U
BKJIIOYAIOT B €05l CTPOYHBIC U MPOIUCHBIE OYKBBI, IU(PHI U HECKOIBKO CHMBOJIOB,
TaKKhe KaK 3HaK Josuiapa, GyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
He BBOM cBOM TMYHBIE JaHHBIE HA caiiTaX, KOTOPBHIM HE JTOBEPSICIIb.

aﬂeKmPOHHaﬂ nodyma

ONEeKTpoHHAsl MOYTa — 3TO TEXHOJOTHS M MPENOCTaBIAEMBIE €H0 YCIYI'M IO MEPECBUIKE H
TIOJYYCHHUIO SJIEKTPOHHBIX COOOIEHHH, KOTOPBIE PACIPENENSIOTCS B KOMITBIOTEpHOH ceTu. OOBIYHO
9NIEKTPOHHBIN TOYTOBBIM SIMIMK BBIMJISAUT CIEAYIOMIMM 0O0pa3oM: HMMs_IOJb30BaTEII(@WUMS_JIOMEHA.
Taxoke KpoMme nepeiadn IPOCTOro TEKCTa, UMEETCSl BO3MOKHOCTH IepeAaBaTh (panbl.

OCHOBHBIE COBETHI IO OE30IACHON PadOoTe C NMEKTPOHHOH MOYTOM:

1.

Hazno BeIOpaTh nmpaBUIbHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBII BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUIIe JOBEPATh TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHHIE;

He ykasbiBaii B muuHOM mouTe nuuHyo uHpopmanuio. Hanpumep, mydiie BoIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

Hcnons3yit AByX3TAlHYIO aBTOPU3ALUIO. DTO KOTJa TOMUMO NapoJsi HY>KHO BBOJAUTH
KOJI, IpHUChIIaeMbIil o SMS;

Bribepu crnoxsbiii maponb. s KaXXAOro MOYTOBOTO SINIUMKA JOKEH OBITH CBOM
HAaJIeKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

Ecnu ectb BO3MOXKHOCTh HamucaTb CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH 3Ty
BO3MOKHOCTB;

Hcnonb3yil HECKOJNIBKO IMOYTOBBIX SAIIMKOB. IlepBbIM [J11 4YacCTHOW NEPENUCKU C
ajgpecaramM, KOTOPBIM Thl JIOBEpsielllb. OJTO DJEKTPOHHBIM ajpec HE HalIo
MCIOJIb30BaTh MPU PETUCTpaluu Ha (opymMax U caTax;

He otkpeiBail (aiinel u aApyrue BIOKEHHUS B MUCbMaxX Jake €CJIM OHM MPHILIN OT
TBOUX Jpy3ei. Jlydilie yTouHU y HUX, OTIPABIISIIN JTU OHU TeOe AT (aiiisbl,

[locne oxoHuaHus pabOTHI Ha IOYTOBOM CEPBHUCE MEpPE]] 3aKPHITUEM BKIIAJKU C
caiiToM He 3a0yIb HaKaTh Ha «BBIATHY.

Kubepoynnune unu supmyanvroe uz0esamenbcmeo
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KubepOymiuHr — mpecienoBaHue COOOIICHUAMH, COACPKAIIUMH OCKOPOJICHHUS, arpecCHio,
3aIyTUBaHUE; XyJIUTaHCTBO; CONMAIbHOE OOMKOTHUPOBAHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE C KHOEPOYIITMHIOM:

1.

N

o1

He Opocaiicst B 60ii. JIyammii cmoco0: mocoBeToBaThCS Kak ce0si BECTH U, €CIIU HET
TOTO, K KOMY MOKHO OOpaTUTbCSA, TO BHayale YCIOKOUTHCA. Ecimu Thl HauHeUIb
OTBEYaTh OCKOPOJEHHSIMH Ha OCKOPOJEHHS, TO TOJIbKO emle OOJbIIe Pa30KKelllb
KOH(JIUKT;

VYrpasnsii cBoelt kubeppemyranuei;

AHOHMMHOCTh B ceTd MHHMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

He crouTt Bectn Xynuranckuii 00pa3 BUPTyallbHOMW Ku3HU. IHTEpHET (huKCUpyeT Bce
TBOM JICUCTBUA U COXPAHSAET UX. Y AAUTh UX OyAeT KpaliHe 3aTpyAHUTEILHO;
Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit enunuyHbli HeratuB. OJHOpPA30BbIE OCKOPOWUTEIbHBIE COOOIICHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccusi MPEeKpalaeTcsl Ha HaYaJIbHOM CTaauM;

ban arpeccopa. B nporpammax oOMeHa MIrHOBEHHBIMH COOOIIEHUSIMU, B COLIUATBHBIX
CeTSIX €CTb BO3MOXKHOCTb OJIOKHPOBKHM OTIPABKH COOOILIEHUN C ONpeIeeHHbIX
a/IpecoB;

Ecin Tl cBugerens kubepOymuinHra. TBou JEHCTBUS: BBICTYNHTb IPOTUB
mpecieaoBareisi, MoKa3aTh €My, 4YTO €ro JeWCTBUS OLIEHWBAIOTCA HETraTUBHO,
MOJJIEPKATh JKEPTBY, KOTOPOM HyXHa IICUXOJIOIMYecKas IOMOIlb, COOOLIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.

Mobunvuwiii menegon

CoBpemeHHbIe CMapT(OHBI M IUIAHIIETHl COAEP)KAT B cede BIIOJHE B3pOCHbIA (QyHKIHMOHAM, U
Tenepb OHU MOTYT KOHKYPHpPOBAaTh CO CTallMOHAPHBIMU KOMIbIoTepaMu. OHAKO, CPEACTB 3aIIUTHI IS
MOIOOHBIX YCTPOWCTB MOKA OYeHb Majlo. TeCTHpOBaHHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOANUT HE TaK
WHTEHCHBHO, Kak 1iist [1K, To sxe camoe kacaeTcsi © MOOMIIbHBIX TIPUIIOKEHHH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YXKe MPaKTUYeCKH JOTHAIM HACTOJBHBIC aHAJIOTH, OJHAKO
paciiipenre QyHKIIMOHAA BIeUeT 32 CO00H OOJBINYIO CI0KHOCTh M MEHBIIYIO 3aIIUIIIEHHOCTb.

I[aneKo HEC BCC MPOU3BOAUTCIIM BBIITYCKAIOT O6HOBJ’ICHI/I$I, 3aKpbIBAKOINHUE KPUTHYCCKHUC
YA3BUMOCTH AJId CBOUX YCTPOP’ICTB.

OCHOBHBIE COBETHI JIJIs1 0€30IaCHOCTH MOOUIBLHOIO Telie)oHa:

1.

.

Huuero He siBisiercss mo-HacTosimeMy OecriaTHBIM. Byns ocTopoxeH, Beob Koria
Tebe mpemsiararoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKpPBITHI KaKHE-TO
IIJIATHBIEC YCIIYTH;

Hymaii, npexne ueM otnpaBuTh SMS, ¢poto mnu Buaeo. Thl TouHO 3HaeMb, IJe OHU
OyayT B KOHEUHOM UTOrEe?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMAapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOrPaMMBI /1151 MOOUJIBHBIX TeNIe()OHOB,;
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He 3arpyxaii mpuioxkeHus: OT HEM3BECTHOTO MCTOYHHUKA, BEIb OHH MOTYT COJIEPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

[Tocne Toro kaxk THl BRIHACHIL C CaiiTa, I'Zie BBOAWI JHUHYIO WH(OPMAIIHIO, 3alI1 B
HaCTpPOMKHU Opay3epa u ynanu cookies;

[Teproaudecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBoit HOMEp MOOUIIBHOTO Tene(oHa TONBKO JIOASM, KOTOPHIX Thl 3HACHIb U
KOMY JTOBEPSICIIb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE TOJb3yembcs. He 3a0biBait
WHOTJIa TIPOBEPATH ITO.

Online uepwt

CoBpeMeHHBIE OHJIAWH-UIPHI — 3TO KPacOYHbIE, 3aXBaTHIBAIOIINE Pa3BICUCHHS, OObEIUHSIOLINE
COTHH THICSIY YEJIOBEK 110 BceMy MUpY. MIpokH HccaenyoT JaHHBIH UM MUp, 00IIal0TCs APYT C APYIOM,
BBINOJIHSIOT 3aJaHMs, CPaKalTCd C MOHCTPaMU M IOJYYalOT OIBIT. 3a YAOBOJBCTBUE OHM ILIATAT:
MOKYHAIOT ANUCK, OIUIAYMBAIOT A00OHEMEHT HJIM IPUOOPETAIOT KAKHE-TO OILIUH.

Bce ati cpenctBa uayT Ha MoAJepKaHUE W Pa3BUTHE WIPHI, a TaKKe Ha caMy 0e30MacHOCTE:
COBEPILIECHCTBYIOTCS CUCTEMBl aBTOPHU3AIMH, BBITYCKAIOTCS HOBbIE MaT4d (IUQPOBBIE 3aIIaTKH IS
IPOrpaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX urpax CTOHUT OIlacaTbCsA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu TBOCTO
IapoJisa, Ha KOTOpOM OCHOBaHa CUCTEMa aBTOpHU3allun OOJILIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IMACHOCTH TBOECTO HUI'POBOI'0 aKKayHTa:

1.

N

Nookw

Ecnu npyroit urpok BeaeT ce0s Miaoxo Win co3aeT Tede HENPUSITHOCTH, 3a0JI0KUpYyi
€r0 B CIIMCKE UTPOKOB;

[Toxamyiicds aIMMHHCTpAaTOpaM UIPbl Ha INIOXO€ IIOBEJIEHHE J3TOr0 HIPOKa,
JKEJIaTEIbHO PUIIOKUTDH KAKHE-TO JOKA3aTeNbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto nHpopMarluio B mpodaiine urpsl;

VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouraabHbIe TATYH U MOJIBI,

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIH;

Jlaxxe BO BpeMsi UIPbl HE CTOMUT OTKJIIOYATh aHTUBHpYC. lloka TeI Wrpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

Duwune unu Kpasica Tu4HblX OaHHbIX

OOBIYHOHN KpaXkeil JieHer M JIOKYMEHTOB CErOJHS YK€ HHUKOIro He yauBHUfllb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3J0YMBIIUICHHUKH TEPEMECTUINCh B HHTEPHET, W IMPOJOJDKAIOT 3aHMMATHCS
«ITFOOMMBIMY IEJIOM.
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Tax mosiBUIach HOBasi yrpo3a: HHTEPHET-MOIICHHHYECTBA WM (DUIIUHT, TTIaBHAS IIeJh KOTOPOTrO
COCTOUT B TIONYYCHHHM KOHQUICHIMAIBHBIX JaHHBIX IIOJIb30BaTENed — JIOTHHOB W maponeil. Ha
anTnuiickoM s3bike phishing untaercs xak ¢ummuar (ot fishing — peiOHas 0B, password — maposb).

OcHOBHBIE COBETHI IO OOpHOE C PUITHHTOM:

1. Cnemu 3a cBouMm akkayHTOM. Ecim Thl mopmo3peBaellb, 4TO TBOs aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHPOBAaTh €€ M COOOIIUTh aIMHHHUCTPATOpPaM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Hcnonw3yii 6e30macHble BeO-CalThl, B TOM YHUCIIE, UHTEPHET-MAara3nHoOB M MOMCKOBBIX
CHCTEM;

3. Hcnonw3yit ciioxkHbIC U pa3Hble Maponu. Takum oOpa3zoM, eciu Tedsl B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH T10JIy4aT JAOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO IMpENyNpeIuTb BCEX CBOMX 3HAKOMBIX,

KOTOpBIE OOABIIEHBI y T€OS B JPY3bsX, O TOM, YTO T€OsI B3JIOMAJIHM U, BOBMOXKHO, OT

TBOET0 UMEHH OYIET PacchlaaThCs CIaM U CChUIKU Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIBHEIH TenedoH;

OTKIII04M cOXpaHEeHue Maposst B Opaysepe;

7. He otkpsiBail (ailnbl U Apyrue BIOKEHHUS B MUChMax NaXKe €CIU OHHM MPHUIUIA OT
TBOMX Jpy3ei. JIyulie yrouHu y HUX, OTIPABIISUIN JIM OHU Tebe 3TH (ailibl.

oo

Lugposas penymayus

Hudposast penmyramms - 5TO HEraTWBHAas WM MO3WTHUBHAas WHQopMamus B ceTH O Tebe.
Kommnpomerupyromiast nHopmanus pa3MelieHHas B HHTEpPHETE MOXKET CEPbEe3HBIM 00pa3oM OTPa3HTHCS
Ha TBOEW peanbHOU ku3HM. «lludpoBas pemyranus» - 3TO TBOM HUMHIK, KOTOPBIH (OPMUPYETCS U3
uHpopMaiuu o Tebe B HHTEpHETE.

TBoe MecTo KHUTeNbCTBa, yueObl, TBOe (PMHAHCOBOE IOJIOXKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHUX — BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue MOIPOCTKH JIETKOMBICIIEHHO OTHOCATCS K MNyOJMKamuu JUYHOW HH(pOpMauuu B
WHTepHeTe, HE MOHMMAsi BO3MOXHBIX IMOCHEICTBHHA. ThI Jake HE CMOXENIb J0ragarbcsi O TOM, UTO
¢dororpadus, pasMerieHHas 5 JeT Ha3all, cTajla IPUYMHON 0TKa3a NPUHSATH TeOs Ha paboTy.

KommenTapun, pasMemienne TBoux ¢ororpaduil u apyrue IeicTBUS MOTYT HE MCUE3HYTh JTaXKe
MOCJIe TOTO, KaK Thl MX YAanullb. Thl He 3Haellb, KTO COXpaHWJ 3Ty MHPOPMALHIO, IONaja JId OHA B
TIOMCKOBBIE CUCTEMBI M COXpPAaHHJIACh JIM OHA, a IJIABHOE: YTO MOAYMArT O TeOe OKpY’Kaloliee JIOAH,
KOTOpbIE HalIyT M yBUIAT 3T0. HaiiT nH(pOpMannio MHOTO JIET CITYCTSI CMOKET JI000# — Kak 13 100pbIX
NoOYXJIEHHH, TaK U ¢ HAMEPEHUEM MTPUIHHUTH BPeJl. DTO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aIIUTE HUPPOBOH pemyTaLnu:

1. Tlomymaii, mpexae 4eMm 4YTO-TO MyOJMKOBaTh U TepedaBaTh y ceOs B Oiore uim B
COITMAJILHOM CETH;
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2. B Hactpoiikax npo¢uiis ycTaHOBU OTpaHUYECHHUS HA TIPOCMOTP TBOETO MPOGUIS U €ro
COAEPKUMOTO, CAETal €ro TOJBKO <« IPY3ei»;

3. He pa3memaii 1 He yKa3biBail HHPOPMAIIHIO, KOTOPAask MOXKET KOTO-ITHO0 OCKOPOJIATH
WM OOMKaTh.

Aemopckoe npago

CoBpeMeHHBIE MKOIFHUKHA— aKTHBHBIE TTOJIB30BaTeNH U POBOTo nmpocTtpancTsa. OTHAKO TaIeKo
HE BCE 3HAIOT, YTO MMOJIb30BAHUE MHOTUMH BO3MOXXHOCTSIMH IIU(PPOBOTO MUpPa TpeOyeT COOMIOACHHUS MTPaB
Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH  «HMHTENIEKTyaJbHass COOCTBEHHOCTH» OTHOCHUTCS K  Pa3lUYHBIM  TBOPEHHSAM
YEIIOBEYECKOTO yMa, HAa4YMHAS C HOBBIX HM300peTEHWH M 3HAKOB, 0003HAYAKOIINX COOCTBEHHOCTh Ha
OPOOYKTHl M YCIOYTM , W 3aKaHUMBas KHUTAMH, (GOTorpadusMu, KHHOQWIBMAMH H MY3BIKaJbHBIMHU
IIPOU3BCACHUSAMU.

ABTOpCKHE IpaBa — 3TO MpaBa HA MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha NPOU3BEICHUS HAYKH,
JUTEPaTypsl M HCKYCCTBAa. ABTOpPCKHME IIpaBa BBICTYNAIOT B KadecTBE TIapaHTUH TOrO, 4YTO
MHTEJUICKTYAIbHBIA/TBOPUECKUIM TPyJ aBTopa HE OyIeT HampacHbIM, JacT €My CHpaBeAJIMBbIC
BO3MOXKHOCTHU 3apaboTaTh Ha pe3yibTaTax CBOETO TPyJa, MONYYUTh M3BECTHOCTh M Npu3HaHue. Hukro
0e3 paspeleHus] aBTOpa HE MOXET BOCHPOU3BOJUTH €0 NPOU3BEACHUE, PACHPOCTPAHATH, MyOIMYHO
JEeMOHCTPHPOBaTh, MPOJaBaTh, HMIIOPTHPOBATh, IIyCKaTb B IPOKAT, MYOJUYHO HCIOJHATS,
MOKa3bIBaTh/UCHIOIHATE B d(pUpe WK pa3meniats B IHTepHeTe.

Hcnonp3oBaHue «ImMpaTCKOrO» TPOTPAMMHOTO OOECHEYeHHsT MOXKET IPUBECTH K MHOTHUM
pUCKaM: OT IOTepH JaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKM TBOETO YCTPOMCTBa, TJIC
YCTaHOBJICHHBIM He JierajbHas mporpamma. He crout Takke 3a0bIBaTh, UTO CYIISCTBYET JETajbHBIC U
OecrutaTHBIE TIPOTPaMMBI, KOTOPBIE MOXKHO HAWTHU B CETH.

O nopmane

CeTCBI/ILIOK.p(l) — TBOH TJIaBHBI COBETYHK B CETH. 3,[[60]) Thbl MOXKCIIIb Y3HATH O 0€30ITacCHOCTH B
CCTU MOHATHBIM U JOCTYIHBIM S3BIKOM, 4 IIPH BO3HUKHOBCHUU KpHTPI‘IeCKOﬁ CUTyalluu O6paTI/ITBC$I 3a
COBETOM. A Takke MNPUHATH YIaCTHC B KOHKYpCax U CTaTb CAMbIM I.IPI(l)pOBLIM Fpa)l(,[laHI/IHOM!
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