UHPopmaLMOHHAA NnaMATKa Ana obyyalowmxca AN pasmeLleHua Ha oPULUaNbHbIX UHTEpPHeT-
pecypcax

C KaXkAblM roaoM MONOAENKN B UHTEPHETE CTaHOBUTCA 60/blUe, @ LUKOJIbHUKM OA4HU U3 CaMblX aKTUBHbIX
nonb3osarteneit PyHera. Mexay Tem, NOMMMO OFPOMHOIO KO/IMYECTBa BO3MOXHOCTEN, MHTEPHET HeceT
1 npobaembl. ITa NamATKa A0/KHA MoMoYdb Tebe 6e30MacHO HaxoauTbCA B CETH.

KomnbloTepHble BUpYCbI

KomnbloTepHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrPamm, OTIMYUTEIbHOM 0COBEHHOCTLIO
KOTOPOM ABAAETCA CNOCOBHOCTb K PasMHOMEHWIO. B AONOAHEHWE K 3TOMY, BUPYCbl MOTYT NOBPEAUTD
WM MONHOCTbIO YHUUTOXKUTL BCe dalinbl U aHHbIe, NOAKOHTPO/IbHbIE NOb30BaTENO, OT UMEHU
KoToporo 6bl/1a 3anyLLeHa 3aparkeHHan NPorpamma, a TakxKe NoBpeauTb UK aXKe YHUUTOXKUTb
onepaLMoHHYI0 CUCTeMy CO BceMM palinamm B LLEeSIOM. B 6ONbLUIMHCTBE C/ly4aeB PacnpoCTPaHAOTCA
BUPYCbl Yepes3 UHTEPHET.

MeToabl 3aWMTbl OT BPEeAOHOCHbIX NMPOrpamm:

1. Ucnonb3yli coBpemeHHble onepaumoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbI YPOBEHb 3aLLMTbl OT
BPEAOHOCHbIX NPOrpPamm;

2. MNocTosAHHO ycTaHaBAMBal NavT (UMdpPOBbIE 3aMNN1aTKM, KOTOPble aBTOMAaTUYECKU YCTaHaBAMBAOTCA C
Lenbio 4opaboTKM Nporpammbl) U Apyre o6HOBAEHMA CBOE onepaLMoHHOM cuctembl. CKaumBsait ux
TOJIbKO € oduMLMaNbHOrO caiTa paspabotunka OC. Ecam cylwecTByeT pexxMm aBTOMaTUUYECKOro
06HOBNEHUA, BKAIOUYMN €ro;

3. PaboTait Ha cBOeM KOMMboTepe nof npaBamu NoAb30BaTe s, a He aAMUHUCTPaTopa. ITo He
MO3BOINT BOJIbLUMHCTBY BPEAOHOCHbIX MPOrpamMmm MHCTaNIMPOBATLCA HA TBOEM NEPCOHaIbHOM
KOMMbIOTEPE;

4. icnonb3yit aHTMBUPYCHbIE NPOrpPamMmMHble NPOAYKTbl M3BECTHbIX MPOM3BOANTENEN, C aBTOMATUYECKUM
obHoBNeHnem bas;

5. OrpaHnyb GU3NYECKMIH AOCTYN K KOMNbIOTEPY ANA MOCTOPOHHMX NNL;

6. Micnonb3yi BHELWHME HoCUTEeNN MHPOPMALLUK, TaKME KaK daeLlka, ANCK nan Gainn n3 MHTepHeTa,
TO/IbKO M3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbiBal KOMNblOTEPHbIE Gaiiibl, NONYYEHHbIE U3 HEHAAEKHbIX UCTOYHMKOB. Jaxke Te ¢panbl,
KOTOpble Npncaas TBOM 3HaKOMbIN. Jlydlle YTOUYHM Y HEro, OTNPaBAs M OH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMA nepenayn AaHHbIX, He TEXHO/I0TMA, a BCEro Anwb bpeHa, mapKa. Ewe B 1991 roay
HUAepnaHACKan KOMMaHuUA 3apeructTpuposana bpenHs "WECA", uto o603Hayano cnoBocoyeTaHue
"Wireless Fidelity", kKoTopbIt nepeBoanTCcs Kak "b6ecnpoBoaHas TOYHOCTb".

[o Hawero BpemeHu aowna apyran abbpesnaTypa, KOTopasa ABAAETCA TAKOW XKe TexXHo/iornen. 1o
abbpesunatypa "Wi-Fi". Takoe HazBaHWe BbIN0O AaHO C HAMEKOM Ha CTaHAapT BbICLLEN 3BYKOBOM TEXHUKMU
Hi-Fi, yTo B nepeBoge 03Ha4aeT "BblCOKas TOYHOCTL".

[a, 6ecnnaTHbIM MHTEPHET-A0CTYN B Kade, OTEeNAX U a3pOoNnopTax ABNAETCA OT/IMYHOM BO3MOXHOCTbIO
BbIXOAa B MHTEpHET. HoO MHOrne aKkcnepTbl c4MTAtOT, 4TO obwenocTtynHble Wi-Fi ceTn He aBasatoTca
6e30MacHbIMU.

CoseTbl No 6e3onacHocTM paboTbl B 06WwenocTynHbix cetax Wi-fi:



1. He nepepasali cBOIO ANYHYIO MHPOPMaLUMIO Yepes obueaocTynHble Wi-Fi ceTn. PaboTas B HuX,
»KenartesbHO He BBOAWUTb NAapo/n A4OCTYNA, JIOTUHbI U KaKne-To HoMmepa;

2. icnonb3yii n 06HOBAAM aHTUBUPYCHbIE NPOrpaMmmbl U bpaHamayep. Tem cambiM Tbl 06e3onacuiub
cebs OT 3aKayku BUPYCa Ha TBOE YCTPOMCTBO;

3. Mpu ncnonb3osaHmm Wi-Fi oTknoum dyHkumio "O6wmii goctyn K dainam u npuHtTepam". JaHHas
GYHKUMSA 3aKpbITa MO YMOYaHWUIO, O4HAKO HEKOTOPbIE M0/1b30BaTENN aKTUBUPYIOT ee Ans ya06CcTBa
“cnonb3oBaHMA B paboTe uaum yyebe;

4. He ucnonbayi nybamunbin WI-Fl gnsa nepeaayun NMUHbIX AaHHbIX, HANpUMep A5 BbixoAa B
COoUManbHbIe CETU UNU B SNIEKTPOHHYIO MOYTY;

5. icnonb3yi ToNbKO 3alLmuLeHHOe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-aapeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTktoumn dpyHKuMo "MoakntoueHue kK Wi-Fi aBTomatmyeckn". He gonyckai
aBTOMATMYECKOro NoAK/AYeHns ycTpoicTea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXO4AT B Hawy XWU3Hb, MHOIrne nroau pa60Ta+0T N XXUBYT TaM NOCTOAHHO, a B
Facebook YXe 3apernctpuposaH mnnanapg 4eN0BEK, YTO ABNAETCA O,D,HOVI Ce,D,bMOVI BCEX XuTenemn
nnaHeTbl. MHOrMe nonb3oBaTe M He MOHMMALOT, YTO MHd)OpMaLI,MFI, pasmeweHHaAa MU B COUMaibHbIX
CETAX, MOXET 6bITb HaVIAeHa M NCNnosib3oBaHa KemMm yrogHo, B TOM YucCie He obAsaTenbHo ¢ 6aarumu
HamepeHnamu.

OcHOBHble coBeTbl N0 6€30MacHOCTM B COLMANBHBIX CETAX:
1. OrpaHunyb CNNCOK apy3eit. Y 1ebna B A4py3baAX He AOMKHO ObITb CyYalHbIX U HE3HAKOMbIX NH0AEN;

2. 3awWwumLLLait CBOKO YaCTHYIO XM3Hb. He yKasbiBali naponu, TenedoHbl, agpeca, 4aTy TBOErO POXKAEHUA U
APYTYI0 IMYHYIO MHGOPMALLMIO. 310YMbILLNEHHUKM MOTYT UCNOAb30BaTb Aaxe MHPOPMaLMIO O TOM, KaK
Tbl U TBOU POAMTENN NAAHUPYETE MPOBECTU KAaHUKY/bI;

3. 3awumlLLLai CBOIO penyTauMio - A4epKu ee B YUCTOTe U 3aaaBaii cebe Bonpoc: XxoTen 6bl Tbl, 4TOObI
Apyrve noib3oBaTeNiv BUAEM, YTO Tbl 3arpyKaelb? Mogymait, npexae 4em 4yto-To onyb6aMKoBaTh,
HanucaTb U 3arpy3uTb;

4. Ecav Tbl ropopunuib C 1I04bMU, KOTOPbIX HE 3HaelWlb, He VICﬂOﬂb3y17I CBOe€e peasibHOE MMA U ApYyryto
JTNYHYIO MHd)OpMaLI,MMZ MMA, MeCTO XUTENbCTBA, MECTO y‘-IE6bI n npoyee,

5. U3berait pasmelteHnsa potorpaduii B UHTEpHeTe, rae Tbl M306paXkeH Ha MECTHOCTU, MO KOTOPOW
MOXHO onpeaennTb TBOE MECTOMONOKEHUE;

6. Npu pernctpaLmm B cOLMaNbHON CeTU HEOBXOAMMO MCNOb30BaTb COMKHbIE MAPO/IN, COCTOALLME U3
OYKB M LMP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. 0nAa coumanbHOM ceTn, NoUTbl U APYrMx CalToB HEOBXOAMMO UCMONb30BaTb pasHble Napoaun. Toraa
ecnn Teba B3N10MalOT, TO 3/10YMbILWNEHHUKM MOAy4YaT AOCTYM TO/NbKO K OAHOMY MEcCTy, a He BO BCe Cpasy.

ONEeKTPOHHbIE AeHbIU

3!'IEKT|OOHHbIe AEHbIN - 3TO OYEHb y,D,O6HbI171 cnocob nnartexen, OAHAKO CyLW,eCTBYHOT MOLWIEHHUKMWN,
KOTOpble XOTAT NON1Yy4YUTb 3TU OEHbIA.

3}'IEKTpOHHbIe AeHbrnm NnoABNINCL coBCEM HEAABHO N MUMEHHO M3-3a 3TONO BO MHOTUX rocyaapcreax 40
CNX NOP HE NPONNCAaHO NPO HUX B 3aKOHAaX.



B Poccuu ke OHU GYHKLMOHMPYIOT M O HUX YXKE NMPOMNMCaHO B 3aKOHE, rae UX PasaensioT Ha HECKO/IbKO
BMAOB - aHOHMMHbIE WU HE aHOHWMHbIE. Pa3HMLA B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca NPoBOANTb onepaunm 6e3 naeHTMPuKaumm nonb3oBaTeNs, a B HEAHOHMMHbIX
naeHTMduKaums nonb3osaTens AsnAeTca 0b6a3aTelbHON.

TakxKe cnefyet pasnyaTbh 3/1EKTPOHHbIE PUATHbIE AeHbIM (paBHbI FOCYAAPCTBEHHBIM BantoTam) v
3N1eKTPOHHbIE HepUuaTHbIe AEeHbIM (He paBHbl TOCY4apPCTBEHHbIM BatOTaM).

OcHoBHble coBeTbl No 6e3onacHomn pa60Te C 3/IEKTPOHHbIMU OAEHbraMu:

1. MpuBAXKM K cueTy MOBUAbHbIN TenledoH. ITO camblii YA06HbIN U BbICTPbIN CNOCO6 BOCCTaHOBUTL
A0CTYN K cyeTy. NpuBAsaHHbI TenedoH NOMOoXKeT, ecan 3abyaellb CBOW NAATEXHbIA Naposb UK
3aMgellb Ha CanT C HE3HAKOMOTrO YCTPOMCTBA;

2. Vicnonb3yii oaHopasoBsble Napou. Mocie nepexoaa Ha yCUAEHHYI0 aBTopu3aumio Tebe yxe He byaet
YrpoKaTb ONACHOCTb KPakmn MK NepexsaTta naaTeXXHoro napons;

3. Bblbepu cnoxKHbI naponb. MNpectynHMkam byaeT He NPOCTO yraZaTb CNOXHbIN Naposb. HagexHble
Mapou - 3TO MaPO/IM, KOTOPble coAepKaT He MeHee 8 3HAKOB U BK/IHOYAOT B cebA CTpoUHble U
NponucHble ByKBbl, LMPPbI M HECKO/IbKO CMMBOJIOB, TaKMe KaK 3HaK Aosapa, pyHTa, BOCKAMLUATENbHbIN
3HaK 1 T.n. Hanpumep, StRONng!;;

4. He BBOAM CBOM JIMYHbIE AaHHbIE HA CaliTax, KOTOPbIM He A0BepseLlb.
dNeKTPOHHaA noyTa

JNEeKTPOHHasA NoYTa - 3TO TEXHO/IOTMA U NPEAOCTAaBASEMbIE €10 YCAYTU NO NEPECHIIKE U MONYYEHMUIO
3/1EKTPOHHbIX COOBLLLEHWNI, KOTOPbIE PACNPEAeNSAIOTCA B KOMMbOTEPHOM ceTU. OBbIYHO INEKTPOHHbIN
MOYTOBBINM AWMK BbITIAAUT CAEAYIOLLMM 06Pa30OM: UMA_N0/b30BaTENA@UMSA_A0MeHa. TaKkKe Kpome
nepeaayn NPoCToro TeKCTa, MMEEeTCA BO3MOXKHOCTb NepeaasaTb ¢Gaibl.

OcHOBHble coBeTbl No 6e3onacHoi paboTe ¢ INEKTPOHHOM NOYTOM:

1. Hapo BbIGpaTh NpaBUIbHbLIN NOYTOBbI CEPBUC. B MHTEpPHETE ecTb OrpOMHbIN BblIbOp 6ecniaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO NyYlle AOBEPATb TEM, KOrO 3HaELb U KTO NEePBbI B PENTUHTE;

2. He yKasbIBali B IMYHOM NoYTe JIMYHYIO MHOOpMaLMio. Hanpumep, yywe BbibpaTb
"My3blKanbHbIN_paHaT@" nam "pok2013" Bmecto "Temal3l";

3. Ucnonb3yi AByX3TanHyo aBTOPU3aLMIo. ITO Korga NoMMMO Naposia HY»KHO BBOAUTL Ko,
npucbliaemblit no SMS;

4. Bblbepu CNOXKHbIM Napoab. A Kaxa0ro NOYTOBOro AWMKa A0XKEH OblTb CBOW HAAEXKHbIN,
YCTOMYMBbIM K B3/IOMY Napo/ib;

5. Ecam ecTb BO3MOXHOCTb HanmMcaTb CAaMOMY CBOM JIMYHbBIN BOMPOC, MCNO/b3YIN 3TY BOSMOXHOCTb;

6. MIcnonb3yil HECKO/IbKO MOYTOBbIX ALLMKOB. MepBblit A1A YaCTHOW NepenncKkm c agpecatamu, KOTOPbIM
Tbl AOBepsAellb. ITO 3MEKTPOHHbIN afpec He Hago UCNOb30BaTb NPU perncTpauumn Ha popymax u
cauTax;

7. He oTKpbIBai Gpainbl M Apyrve BAOKEHUA B MUCbMAX, AaXKe €C/IM OHU MPULLAN OT TBOUX A, PpY3€eMN.
Jlydlle yTOYHU Yy HUX, OTNPABAAAN 1 OHM Tebe 3TN dalinbl;

8. Nocne okoH4YaHMA paboTbl Ha MOYTOBOM CepBMCe Nnepes, 3aKpPbITUEM BKAAAKN C CAaUTOM He 3abyab
HaKaTb Ha "BbinTu".

KnbepbynnmHr unm BUpTyanbHOE U3[eBaTeNbCTBO



KnbepbynnnHr - npecnenosaHne coobLieHUAMM, COAEPIKALLUMU OCKOPBIEHNs, arpeccuio,
3anyrmBaHune; XyJIMraHCTBO; coLMaibHoe BOMKOTUPOBaHME C MOMOLLbIO Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KMbepbynamHrom:

1. He 6pocaiica B 60M. Jlyywmnii cnocob: NOCOBETOBATLCA Kak cebA BECTU U, EC/IU HET TOTO, K KoMy
MOXHO 06paTUTbLCSA, TO BHAYasle YCNOKoUTbCA. ECIM Tbl HAYHELWb OTBEYaTb OCKOPHAEHMAMM HA
0OCKopbEHUSA, TO TONLKO elle H6o/blLe PasoXKKeLb KOHPMKT;

2. YnpaBnan ceoel Knbeppenyrtauunei;

3. AHOHMMHOCTb B CETU MHMMaA. CyUJ,ECTByIOT cnocobbl BbIACHUTb, KTO CTOUT 3@ daHOHUMHbIM
dKKayHTOM;

4. He cTOWT BECTM XY/IMTAHCKNI 06pa3 BUPTYaAIbHOM KU3HWU. UHTEPHET PUKCUpPYET BCe TBOU AEUCTBMA U
coxpaHaeT ux. Yaanutb ux byaeTt KpanHe 3aTPyAHUTENbHO;

5. Cobntoaalt cBOIO BUPTYasIbHYIO YeCcTb CMO0AY;

6. IrHopupy# eanHUYHBIN Heratue. OgHOPa30Bble 0CKopbuUTeIbHbIE COOBLLEHNA NyYLLEe UTHOPMPOBATb.
O6blyHO arpeccua NPeKpaLLaeTcs Ha HauyaibHOW CTaguu;

7. BaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COODLLEHUAMM, B COLMAbHbBIX CETAX €CTb
BO3MOXHOCTb 6/I0KMPOBKM OTNPABKM COOBLLLEHNI C ONpeaeneHHbIX aApecos;

8. Ecnu Tbl cBuaeTenb KubepbynnunHra. Teom AeicTeumA: BbICTYyNUTb NPOTMB NpecsefoBaTess, NoKasaTb
eMy, YTO ero AeiNCcTBMA OLLEHMBAOTCA HEFaTUBHO, NOAAEPHKATb KEPTBY, KOTOPOM HYyKHA
NCUXON0TMYECcKan NOMOLLb, COOBLMTL B3POCbIM O GaKTe arpeccMBHOMO NOBEAEHMSA B CETU.

Mo6unbHbIii TenedoH

CoBpemMeHHble cMapTdOHbI U NAAHWETbI coaepKaT B cebe BNoIHE B3pOC/blii GyHKLMOHAN, U Tenepb
OHWM MOTYT KOHKYPMPOBaTb CO CTaLlMOHAPHbIMU KomnbloTepamn. O4HAKO, CPeACcTB 3alLmMTbl 415
NoA06HbIX YCTPOMCTB NOKA OYEHb Maso. TECTUPOBAHUE M NMOWUCK YA3BUMOCTEN B HUX MPOUCXOAUT He TaK
WHTEHCUBHO, KaK anA MK, To JKe camoe KacaeTcsi U MOBUbHBIX NPUIOKEHU,

COBpeMEHHbIe MOBUNbHbIE 6pay3epb| yXe NpakTn4yeCckn AO0rHaan HacCto/sibHble aHan0rn, oaHaKo
pacwunpeHune d)yHKLI,MOHaJ'Ia BNeYeT 3a coboi 60/'IbLLIyP0 CNOXHOCTb U MEHbLYHO 3aWNLLEHHOCTb.

[aneKko He Bce NPOM3BOAUTE/NM BbIMYCKAOT 0OHOBNEHMSA, 3aKPbIBatOLLME KPUTUYECKUE YA3BUMOCTU AN
CBOMX YCTPOWMCTB.

OcHoBHble coBeTbl 414 6e3onacHoCcTn mobuabHoro TesniedpoHa:

Huyero He ABnaeTca no-HacToAwemy 6ecnnaTHbIM. EYLI,b OCTOpPOEH, BeAb Korga Tebe npegnararoTt
6ecnnaTtHbIN KOHTEHT, B HEM MOTYT 6bITb CKpPbITbl KaKMe-TO Na1aTHblE YCNYTU;

Odymaii, npexxge yem otnpasuTb SMS, poTo nnm Buaeo. Tbl TOYHO 3HaELb, r4e OHU ByAyT B KOHEYHOM
utore?

Heobxoanmo o6HOBAATbL ONepaLMOHHY CUCTEMY TBOEro CMapTdOHa;
Ncnonb3yit aHTUBUPYCHbIE MPOrpamMmmbl 419 MOOU/IbHBIX TeNedpoHOB;

He 3arpy>+<aﬁ NPUNOKEHUA OT HEN3BECTHOIO NCTOYHUKA, B€Ab OHU MOTYT COAepPXKaTb BPEe0HOCHOE
nporpammHoe 06ecnequMe;

Mocne TOro KakK Tbl BblAAeLb C caliTa, rae BBOAUA ANYHYI0 MHPOPMALIMIO, 3ai1aM B HACTPOIKK bpay3epa
n yganu cookies;



Meprogmyeckn NpoBepait, KakMe NAaTHbIE YCAYrM aKTUBUMPOBAHbI HA TBOEM HOMEpPE;

[JaBait cBoi Homep MO6UNLHOTO TenedoHa TONbKO NOAAM, KOTOPbIX Tbl 3HAELb M KOMY AOBEPAELLb;
Bluetooth posxeH 6bITb BbIKAOYEH, KOTrAa Tbl UM He NoNb3yellbes. He 3abbiBalt MHOr4a NPOBEPSATL 3TO.
Online urpobl

CoBpemeHHble OHNANH-UTPbI - 3TO KPAaCOYHble, 3aXBaTblBatOLWMe pa3BievyeHna, 06 beANHAOLWME COTHU
TbICAY YE/I0BEK MO BCeMY MUPY. MrpOoKK UcCeaytoT AaHHbIM UM MUP, 06LWaoTCA APYT C APYIOoMm,
BbIMO/IHAOT 3343aHWNSA, CPAXKAOTCA C MOHCTPaMM M MOIYYatoT OnbIT. 33 YA40BO/ILCTBUE OHM MNATAT:
NOKynawT ANCK, ONaa4YMBatoT aboHeMeHT AN NPUObpPeTaloT Kakne-To Onuuu.

Bce 31 cpeacTBa MAYT Ha NoAAepXKaHMe U Pa3BUTUE UTPbI, @ TaKKe Ha camy 6e3onacHOCTb:
COBEPLUEHCTBYIOTCA CMCTEMbI aBTOPU3aLIMM, BbINYCKAOTCA HOBble Natun (UndpoBsble 3annaTku Ans
nporpamm), 3aKpbiBakoTCA YA3BUMOCTM CEPBEPOB.

B FIO,CI,06HbIX Urpax CTounT onacaTtbCA HE CTOJZIbKO CBOUX CONEPHUNKOB, CKOJZIbKO KpaXXn TBOEro naponad, Ha
KOTOPOM OCHOBAHa CMCTEéMa aBTOpPU3aUnn 60NbLNHCTBA urp.

OcHoBHble coBeTbl No 6e30nacHOCTU TBOErO MTPOBOro akKKayHTa:

1. Ecnau gpyroii Urpok Beget ceba naoxo unm cosgaeT tebe HeNPUATHOCTU, 3a610KMPYI ero B CNnCKe
UIPOKOB;

2. Moxanynca agMMHUCTPATOPaM Urpbl Ha N10X0e NOBEAEHNE STOTO UTPOKA, KeNaTeNbHO MPUIOKUTb
KaKue-TO A0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKasbiBailt inuHyto nHpopmaumio B npodaitne mrpbl;
4, YBarkalli ApyrvMx y4aCTHUKOB MO Urpe;

5. He yctaHaenuBal HeoduuLManbHble NaTIN U MOAbI;

6. icnonb3yli cnoskHble U pasHble Naponu;

7. [axe BO Bpems Urpbl He CTOUT OTKOYaTb aHTUBUPYC. [TOoKa Tbl UrpaeLlb, TBOWM KOMMNbOTEP MOTYT
3apa3unTb.

DUWIKHT nKn KpaXa /IMYHbIX AdHHbIX

O6bI4HOM Kparkel aeHer U AOKYMEHTOB CEFOAHA YXKE HUKOIO He YAUBULLb, HO C PAa3BUTUEM UHTEPHET-
TEXHOJIOTUI 3/1I0YMbILLIEHHUKU NEePeMeCcTUANCh B UHTEPHET, U NPOA0AXKAIOT 3aHMMaTbCa "ntobumbim”
OENOM.

Tak noaABMAack HOBAA yrpo3a: UHTEPHET-MOLIEHHMYECTBA AN QULLMHT, F1aBHasA Lie/ib KOTOPOro COCTOUT
B MONly4eHUM KOHOMAEHUMANBHDIX AaHHbIX MO/Ib30BaTENEN - NOTMHOB M Napoaen. Ha aHrMIACKOM s3blke
phishing uutaetca Kak duwmHr (ot fishing - pbibHas nosnsa, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLIMHIOM:

1. Chegmn 3a cBOMM aKKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa 6bina B3/10MaHa, TO
HEO6X0,CI,MMO 3a6}'IOKVIpOBaTb eemn COO6|J.I,MTb AAMUHNCTPATOpPam pecypca 06 3TOM KaK MOKHO CKopeeg,

2. V|CI'IOJ1b3yﬁ 6e3onacHble Be6-cai;lTbI, B TOM 4ncne, MHTEPHET-MarasanHoB U MOUCKOBbLIX CUCTEM;

3. Ucnonb3yii CI0XKHbIE U pasHble Napoan. Takum obpasom, ecnm Teba B3IOMALOT, TO 3/10YMbILLIEHHUKM
Nnoay4aT AOCTYMN TO/IbKO K 0AHOMY TBOEMY NPOGUAI0 B CETU, @ HE KO BCEM;



4. Echun Tebs B3NnOManum, To Heob6xo4MMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble f06aBNeHbl Y
Teba B 4py3bAX, O TOM, 4TO TebA B3JOManN N, BOSMOXKHO, OT TBOEFO MUMEeHW ByaeT paccblaaTbCs cnam 1
CCbIZIKM Ha PULLNHIOBbIE CalTbI;

5. YcTaHOBM HagexHbl naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOUYM coXpaHeHWe napons B 6paysepe;

7. He oTKpbiBait Gainibl 1 gpyrve BAOXKEHWUA B MUCbMAX, AAXKe €C/IM OHW NPULLAK OT TBOUX A pYy3eil.
Jlydlie yTOUYHM Y HUX, OTNPABAAAN N OHU Tebe 3TK dainbl.

Uudposana penyraumns

Uundposasa penyTtauma - 3T0 HeraTMBHAA UK NO3UTMBHasA MHPOpMaLMA B ceTh o Tebe.
KomnpomeTupytowasa MHbopmauus, pasmelleHHasa B UHTEPHETE, MOXKET cepbe3HbiM 06pasom
OTPa3nTbCS Ha TBOEWN peanbHOM Xu3Hu. "LUndposas penytaumna" - 370 TBOM MMUAK, KOTOPbIN
dopmmpyeTca u3 nHbopmaumum o Tebe B MHTEPHETE.

TBOE MEecCTO KUTeNbCTBa, yqe6b|, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa n paccka3bl O
6/IM3KMX - BCE 3TO HAKaNAMBaEeTCA B CETU.

MHorve NogpPOCTKN NErKOMbICNIEHHO OTHOCATCA K NyBAMKaunmM AnYHOM MHGopMaunm B MHTepHeTe, He
MOHMManA BO3MOMHbIX NOCNEACTBUIA. Tbl flayKe HE CMOKEeLlb A0raAaTbCsA 0 TOM, YTo doTorpadus,
pasmelLeHHasn 5 fieT Hasag, cTana NPUYMHON OTKas3a NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelieHune TBomx ¢poTtorpaduit U gpyrue AenUCTBUA MOTYT He MCHE3HYTb AarKe nocae
TOrO, KaK Tbl UX yAanuuwb. Tbl HE 3HaELWb, KTO COXPaHW/ 3Ty MHPOPMaLMIO, NoMnana M OHa B NOUCKOBbIE
CUCTEMbI M COXPaHWIACb X OHa, a MMaBHOE: YTO NOAYMAIOT 0 Tebe OKpYrKaloLMe Ngu, KoTopble
HanAyT U YBUAAT 3T0. HaliTM MHPOPMaLUMIO MHOFO N1ET CNYCTA CMOXKET 060 - KaK n3 go6pbIx
nobyKAeHUI, Tak U C HAMEPEHNEM NPUUNHUTL BPE,. ITO MOXKET BbITb KTO YroaHo.

OcHoBHble COBeTbI NO 3aluuMTe LMPPOBOI penyTaumu:
1. Mogymaii, npexae 4yem 4To-To Ny6/AMKOBATL U NepeaaBaTb y cebs B 610re nan B coumanbHOM ceTu;

2. B HacTpoiKax npoduna ycTaHoBKU orpaHUyYeHna Ha NPOCMOTP TBOEro NPoduasa 1 ero CoaepXUMoro,
caenau ero TonbKo "gns gpysen”;

3. He pasmeluaii 1 He yKasbiBait MHGOPMALLMIO, KOTOPAA MOXKET KOro-1Mbo ockopbaaTb nan obusKaTb.
ABTOpCKOe npaeso

CoBpeMeHHble WKO/IbHUKM - aKTUBHbIE NO/b30BaTeNu LMbpoBoro npocTpaHcTea. O4HAKO AaneKo He Bce
3HAOT, YTO NONb30BaHME MHOTMMM BO3MOMXKHOCTAMM LMdpoBOro mmpa Tpebyet cobatogeHma npas Ha
WHTENNEKTYa/IbHYI0 COBCTBEHHOCTD.

TepMuH "UHTENNEKTyalbHanA COBCTBEHHOCTb" OTHOCUTCA K Pas3/INiHbIM TBOPEHMAM YE/I0BEYECKOro YMa,
Ha4YMHan Cc HoBbIX M306peTeHmnit 1 3HaKoB, 0603HaYaKoLLMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTU, U
3aKaHuMBan KHUramm, potorpadpmamm, KUHOGUAbLMAMMN U MY3bIKaNbHBIMU NPON3BEAEHUAMMU.

ABTOpPCKMe NpaBa - 3TO NpaBa Ha UHTeNIeKTya lbHY0 COBCTBEHHOCTb Ha NPOU3BEAEHMA HaYKM,
NiMTepaTypbl U UCKYCCTBa. ABTOPCKME NpaBa BbICTYNaloT B KaYecTsBe rapaHTUKM Toro, 4To

NHTE/IEKTYa bHbIN/TBOPYECKMIA TPYA aBTOpa He ByAeT HanpacHbIM, AACT eMy crnpaBes/inBeble
BO3MOHOCTW 3apaboTaTb Ha pe3y/ibTaTax CBOEro TpyAa, Noy4nTb N3BECTHOCTb U NpU3HaHne. HUKTO
6e3 paspelLeHna aBTopa HEe MOXET BOCNPOM3BOAUTbL €ro NponsseaeHue, pacnpoCcTpaHaTb, Ny6aMYHO
[eMOHCTPMPOBaTh, NPOAaBaTh, MMMOPTMPOBATb, MYCKaTb B NPOKAT, Ny6ANYHO UCMOHATD,
MoKa3blBaTb/UCMONHATL B 3dupe nam pasmellatb B MHTepHeTe.



Mcnonb3oBaHKWe "nmpaTtckoro" nporpaMmHoro obecneyeHns MoxKeT NPUBECTM K MHOTUM pUCKam: OT
noTepu AaHHbIX K TBOMM aKKayHTam 40 6/J0KMPOBKM TBOETO YCTPOICTBA, rAe YCTaHOB/IEHa HeslerasibHas
nporpamma. He cTouT TaKKe 3abblBaTb, YTO CYLLECTBYIOT JierasibHble U 6ecniaTHbie MPorpammsl,
KOTOpPbl€ MOYKHO HalTK B CETHU.

O noprtane

CETEBI/I‘-IOK.pd) - TBOM NaBHbIN COBETYMK B CETU. 34ech Tbl MOXKelb Y3HaTb O 6€e30MacHOCTM B CETH
NOHATHbIM U OO0CTYNHbIM A3bIKOM, @ NP BO3HUKHOBEHUN KpMTM“IECKOﬁ cntyaummn O6paTMTbCFI 3a
coBeToM. A TaKKe NPUHATDb y4aCTe B KOHKYPCax U CTaTb CaMbiMm LI,VId)pOBbIM Fpa)K,EI,aHVIHOM!



