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MWHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUNCKOW ®EQEPALIUK

DENAPTAMEHT rOCYQAPCTBEHHOW NOJNIUTUKN B COEPE
OBLLEIN0 OBPA3OBAHUA

NMACbMO
oT 14 mas 2018 r. N 08-1184

O HAMPABNEHUU UH®OPMALIMK

[enapTtameHT rocygapCTBEHHOM NONMUTUKM B cdepe obuwero obpasoBaHus MwuHobpHayku Poccumn
HanpaBnsieT Ans cBedeHuss paspaboTaHHble BpemeHHow komuccmen Coseta Pepepaumy MO pasBUTUID
NHOPMaLMOHHOrO 06LlecTBa MeToAMYeckMe pekoMeHAauun O pasMeLleHMM Ha MHGOPMAaLMOHHbLIX CTeHAax,
odmumanbHbIX MHTEPHET-CanTax N APYrMx MHAOPMAaLMOHHBIX pecypcax obuieobpasoBaTeribHbIX OpraHM3auuin u
OpraHoB, OCYLLECTBISOWMX YynpaBrneHune B cdepe obpasoBaHus, nHdopmauum o 6e3onacHoOM MNOBEAEHUM U
ucrnonb3oBaHun cetn "UHTepHeT".

HOupekTop denapTtameHTa
A.E.TTIETPOB

MpunoxeHwne

METOOWYECKME PEKOMEHOALIMA
O PASMELLEHUU HA NH®OPMALIMOHHBbIX CTEHAAX, O®ULIMATIbHbIX
WHTEPHET-CAUTAX U OPYIUX UHOOPMALIMOHHbIX PECYPCAX
OBLUEOBPA30OBATEINbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLIEECTBNAIOLUX
YNPABNEHUE B COEPE OBPA30BAHUA, UH®OPMALIUN O BE3OINMACHOM
NOBEAEHWUU N UICNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamu U uneHamu BpemenHon komuccun Coeta Pegepaumu Mo pasBUTUIO MHAOPMAaLMOHHOMO
obuecTBa B paMkax BbINOMHEHNS pekoMeHAauun napriaMmeHTCKMX cnywaHui "AkTyanbHble BONpoCckl obecneyeHuns
6e30nacHOCTU 1 pasBUTUS AeTern B MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npownun B CoeTe Penepauun 17
anpensa 2017 r., 6binn paspaboTaHbl MeTOAMYECKME pEeKOMeHAauMM O pasMeLleHMn Ha WHGOPMAaLMOHHBIX
cTeHpax, odwmumnanbHbIX WHTEpHeT-canTax W Apyrmx MHMOPMaLMOHHBIX pecypcax obLieobpasoBaTenbHbIX
OopraHusaumi U OpraHoB, OCYLLECTBMALWMX ynpaBneHue B cdepe obpasoBaHus, MHdopMauum o 6e3onacHom
noBefeHuM 1 ncnonb3oBaHuun cetn "UntepHeT" (ganee - meToamMyeckme pekomeHaauun).

MeToguyeckne pekoMeHOaUMM HamnpaBfieHbl Ha KayeCTBEHHOE MOBbILWEHNE YPOBHSA WHEOPMALMOHHOM
aesTenbHocTn 0b6LeobpasoBaTeNbHbIX OpraHM3aLMin U OpraHoB, OCYLLECTBMSIOWMX ynpaBneHve B cdepe
obpasoBaHMsl, B 4YacTU MHPOPMUPOBAHMSA YYalUMXCH, WX poauTenen (3aKkoHHbIX MpeacTaBuTenen) wu
negarornyeckmx paboTHMKOB 06 OCHOBHLIX acnekTax MHopMaLoHHON 6e3onacHocTu.

MeTognyeckme  pekoMeHOauuu MNO3BOMAT  0oOuleobpasoBaTellbHbIM  OpraHM3auusim U opraHam,
OCYLLIECTBNALLMM yrpaBneHne B cepe obpaszoBaHUd, akTyanuanpoBaTb YXKe UCMOoMb3yeMble U pasMmeLLeHHble
MH(OPMALIMOHHBIE MaTepuanbl, Tak U NOATOTOBUTb MX B Clydae WX OTCYTCTBUS C YYETOM Jy4LUMX MPaKTUK W
pekomMeHaauunn.

B pamkax meToguyecknx pekoMeHaauui paccmaTpmuBaroTCa cnegyoLwmne NHCTPYMEHTbI:

1. MHOPMALMOHHbIE CTEHABI;

2. ohmnumanbHble UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBoW MHGOPMAaLMK (LLUKOSMbHbIE Fa3eThl, Neaarorndeckne u3gaHus u gpyrue).

UHdopMmaunoHHbIe cTeHabI
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Ha wHdopmauunoHHbix cTeHaax B obweobpasoBaTenbHbIX OpraHuM3auusx, PpacrnofioXeHHbIX B done
yypexgeHun n B kabuHeTax, OCHaLLEHHbIX MepCOoHanbHbIMW YCTPOWCTBaMW Ans Bbixoda B ceTb "UMHTepHeT",
pekoMeHAyeTCcs pasMecTUTb WMHEMOPMaLUMOHHbIE MNaMATKW, codepXXalliue OCHOBHble COBETbl No obecneveHuto
NHOPMaLMOHHOW BEe30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 kK MeTOOUYECKMM peKOMeHAaAUMsM nNpeacTaBneH obpasew, NnaMaTKM ANs pasMeLLeHmns Ha
NHOPMaLMOHHLIX CTEHAAX.

CpeacTBa maccoBoi nHdopMaumm

B cpepctBax maccoBon WHOpMauuMn, OPUEHTUPOBAHHBIX Ha OBOy4YaloLLMXCsl, PEKOMEHOYETCS B TeveHue
y4yebHOro roga perynsipHo ny6nvkoBaTb MHOPMAaLMOHHbLIE MaTepuarbl, MOCBSLIEHHbIE OTAENbHbIM acnekTam
NMHOopMaLIMOHHOM 6e30NacHOCTK, a Takke pasnuyHble NaMaTku obLLEero xapakrepa.

B cpeactBax MaccoBoW  MHMpoOpMaLMKW, OPUEHTUMPOBAHHLIX Ha MNegarorMyeckylo  0bLEeCTBEHHOCTb,
pekoMeHOyeTcsl B TeYeHMe KaneHdapHoro roga perynspHo nybnukoBaTb WHGOPMaUMOHHbIE MaTtepuarnsl,
NOCBSAILLEHHblE OTAEMNbHbIM acrnekTaM WHMOPMALIMOHHON BGEe30MacHOCTU Kak HeCOBEPLUEHHOMETHUX, Tak W
obweobpa3oBaTenbHbIX OpraHM3auuii, a TakKke pasnuyHble MamsTkM, 00630pbl  HOPMaTUBHO-MPaBOBOIO
perynvpoBaHusa faHHOW cdpepbl U MHAPOPMALMIO O aKTyarnbHbIX MepONpUATUAX U COBLITUAX B AaHHON cdepe.

B xope nposepeHus EanHoro ypoka no 6esonacHoctn B cetn "WIHTepHeT" pekomeHayeTcs obecneyunTb
BbIMYCK TeMaTMYEeCKOro BbiMycka CpeacTBa MacCOBOW MHGOpMauum nnbo cepuu nybnukauumi, cpegn KOTOpbIX
pPaccMOTPETb OPraHN30BaHHbIE MEPONPUSTUST ANA obydarowmxcs, ux pogutenen (3akOHHbLIX NpeacTaBUTENen) U
negarornyeckomn obLLeCTBEHHOCTY.

OdmumnanbHble UHTEpHET-pecypcCbl

OOwweobpasoBaTernbHbIM  OpraHM3auMsM peKoMeHAyeTcsl Ha CcBOMX odumumanbHbix WVHTepHeT-pecypcax
obecneunTb YHKLUMOHMPOBAHME CaMOCTOATENBbHOIO UM CneunanuanpoBaHHoOro pasgena "MHdopmaumoHHas
6Ge3onacHoCcTb", B pamMmkax KOTOPOro NpeaycMOTPETb pa3MeLLeHNe cneayoLen nHdpopmaumu:

N Paspen/nogpasgen | ®opmaT npeacraBneHus CopepxaHvne matepuanos
MaTepuarnos
1. |JNokanbHble Konuun gokymeHTOB B Pa3meLlatoTcst KONMn JOKYMEHTOB, T.€.

HOpMaTuUBHbIE akTbl B | bopmaTe *PDF CKaHWpPOBaHHbIM BapuaHT AOKYMEHTA,
cchepe obecneveHus COOTBETCTBYIOLLMIA TpEOOBaHUAM K
NHOPMaLIMOHHOW napameTpamM CKaHUpOBaHUS.
6esonacHocTn Pa3meLyatoTcst LOKYMEHTDI,
obyyvatoLymxcs pernaMeHTUpyoLwme opraHnsaumio m

paboTy C nepcoHarnbHbIMW AAaHHBLIMM,
nnaHbl MEPONPUSTUA Mo obecneveHunto
WMHOpPMaLIMOHHOM Be30nacHOCTU
obyyatoLmxcs u gpyruve.

2. |HopmaTtuBHoe Konun ooKyMeHTOB B My6nukyroTCs akTyanbHble CBEAEHUSA O
perynuposaHue dopmate *PDF deaepanbHbIX U perMoHarnbHbIX 3aKOHax,
nMcbMax opraHoB BlacTu U apyrue
HOPMaTUBHO-MPAaBOBLIE JOKYMEHTHI,
pernameHTupyloLue obecneveHne
NMHOopMaLIMOHHOM Be30nacHOCTU
HecoBepLUeHHoNeTHMX. [lonyckaeTcs
BMECTO KOMUI pa3meLlaTb rmnepcChbiiiki Ha
COOTBETCTBYIOLLME JOKYMEHTbBI HA cahTax
OpraHoB rocygapCTBEHHOM BlacTu.
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3. |MNeparornyeckum TekcT Ha cTpaHuue Pa3mellatoTcst MeTognyeckme
paboTHukam caunta pekoMeHaaunn 1 ykasbliBaeTcst
Konuun JoKymeHTOB B MHopMaLNst O MEPONPUATUSIX, MPOEKTaXx
topmaTte *PDF W nporpaMmmax, HarnpaBneHHbIX Ha

noBblLLIeHNe NH(OPMaLMOHHOM
rPaMOTHOCTM Negarornyecknx paboTHNKOB.

4. | Obyyarowmmcs TekcT Ha cTpaHuue Pasmellaetca MHGoOpMaUnoHHas naMmsTka
canTa (npunoxenue N 2) n ykasblBaeTcs
NHOpMaLNs O MEPONPUATUSIX, NPOEKTax
1 nporpaMmMax, HarnpasBneHHbIX Ha
noBblweHne NHHOPMALIMOHHON
rpamMoTHOCTM OByyaroLLMXCS.

5. | Poputensam (3akoHHbIM | TEKCT Ha cTpaHuue PasmelyaeTtcs uHpopmaunoHHasa namsaTka
npeacTaBuUTenNsm) caunta (npunoxeHue N 3).
obyyaroLmxes

6. |[etckue 6e3onacHble | TEKCT Ha CTpaHuLe PasmeluaeTca nHgopmauus o
canTbl camnTa pekoMeHOyeMbIX K UCMOMb30BaHMIO B

y4yebHoM npouecce 6e3onacHbIX canTax,
GaHHepbl 6e30nacHbIX AETCKUX CaNTOB.

OpraHam, ocyLlecTBRAOWMM ynpaBneHve B coepe obpa3oBaHusl, pEKOMEHOYETCS Ha CBOMX oduLnarnbHbIX
UHTepHeT-pecypcax obecneuntb YHKUUMOHMPOBAHUE CaMOCTOATENBHOIO M ChNeunanvM3npoBaHHOIO pasgena
"MndopmanmoHHasa 6e3onacHOCTb", B paMKax KOTOPOro NpegycMoTpeTb pasMeLleHne cneaytoLlen nHdopmaumm:

Mpunoxexue N 1

NAMATKA )
[ANSi OBYHAIOLMXCS OB UH®OPMALIMOHHOW BE30MACHOCTM AETEW

HENb3A

1. Bcem nogpsg coobuiaTte CBOK 4acTHy MHOpMauMio (HacToswme uMms, damunuio, TenedoH, agpec,
HOMep LUKOIbI, a Takke boTorpadmm CBoW, CBOEN CEMbU U ApY3eN);

2. OTKpbIBaTb BNOXEHHbIE (Pairibl 3NEKTPOHHOW MOYThLI, KOrAa He 3Haellb OTNPaBUTENs;
3. [pybuTb, NnpuanpaTbCs, OKa3biBaTb AaBreHWe - BECTU cebs HEBEXTMBO U arpeccrBHO;
4. He pacnopspkaica geHbramm TBoen cemby 6e3 paspelueHus cTapLumnx - Bcerga cnpawmsan poguTenen;

5. He BcTpeuvaiica ¢ NHTepHeT-3HAKOMbIMW B peanbHOW XWU3HU - MOCOBETYMCS CO B3POCIMbIM, KOTOPOMY
AoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyTt npaegy. YuTtaews o cebe Henpaeay B MIHTepHeTe - coobLlum 06 3TOM CBOMM pPOAUTENSM
NN onekyHam;

2. anFJ'IaLLIal'OT nepenncoiBaTbCad, Urpatb, obmeHunBaTbCS - NnpoBepb, HET J1I1 NOOBOXA;

3. HesakoHHoe konupoBsaHue tannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerga paccka3sbiBai B3pocribiM 0 NpobrieMax B CETU - OHU BCeraa NoMoryT;

5. Ncnonb3yn HaAcCTponkn 6e30MacHOCTM M NPUBATHOCTU, YTOObI HE NOTEPSATbL CBOW aKKayHTbl B COLICETSAX U
Opyrux nopranax.

MOXHO
1. YBaxan gpyrux nons3oBaTenem;
2. MNonb3yelbes MHTepHET-UCTOMHUKOM - ienal CCbIfKY Ha Hero;
3. OTKpbIBal TOMbKO TE CCbIMKWU, B KOTOPbLIX YBEPEH;
4. O6waTtbcsa 3a NOMOLLbIO B3POCHbIM - POAUTENWN, ONEKYHbI U agMUHUCTPALMSA CanToB BCerga nomoryT;

5. Mpongu obyyeHne Ha cavite "CeTeBNYOK" 1 NoNyyn nacnopT undgpoBoro rpaxgaHunHal

Mpunoxexne N 2

NH®OPMALIMOHHAA MAMATKA
AOnA OBYYAKOLWKNXCA ANA PASMELLEHUA
HA O®ULUMNATIbHbIX UHTEPHET-PECYPCAX

C kaxgblM rogoM Monopexmu B MHTEepPHEeTe CTaHOBUTbLCA oonblue, a WKOMbHUKA OAHN M3 CaMbIX aKTUBHbIX
nosnb3oBaTenen PYHeTa. Me>|<,u,y T€éM, MOMMMO OIFpPOMHOro KoJim4yecrtBa BO3MOXHOCTEMN, MHTEPHET HEeceT U
I'IpO6J'IeMbI. OTa namsaTka OormkHa nomo4vb Tebe 6e3onacHoO HaxoaUTbCH B CETMU.

KomnbloTepHble BUpPYCbI

KomnbloTEPHBIA BUPYC - 3TO Pa3HOBMAHOCTb KOMMbLIOTEPHBIX MPOrpamMM, OTANYUTENBHOW OCOBGEHHOCTHLHO
KOTOpOW NBMsieTCA CMOCOOHOCTb K pasMHOXeHWo. B gononHeHue k 3TOMy, BMPYCbl MOTYT MOBPeaUTb WMn
MOMHOCTBI YHUYTOXUTb BCe (pannbl M AaHHble, MOAKOHTPOSIbHbIE MONb30BATENIO, OT MMEHW KOTOporo Obina
3anylleHa 3apaxeHHas nporpamMma, a Takke NoBpeauTb UK JaXe YHUYTOXUTb ONepaLMoOHHYI0 CUCTEMY CO BCEMMU
dannamm B uenom. B 6onblUMHCTBE CnyyYaeB pacnpoCTPaHSATCA BUPYChl Yepe3 MHTEPHET.

MeToabl 3almMTbl OT BPeOOHOCHbIX MPOrpamm:

1. Vcnomnb3yil COBpPEMEHHble OrMepauMoHHbIE CUCTEMbl, UMENLWMNe CepbesHbli YPOBEHb 3aliuTbl OT
BPEAOHOCHLIX NporpaMm,;

2. MocTosHHO ycTaHaBnMBan nadvytn (LMdpoBbIE 3annaTky, KOTOpble aBTOMAaTMYECKU YCTaHaBnMBalOTCA C
uenbo gopaboTkM nporpammbl) U Apyrne OOHOBIEHUS CBOEW OMnepauuoHHON cucTeMbl. CkaymMBal MX TONBbKO C
odhmumanbHoro canta paspabotunka OC. Ecnu cyliecTByeT pexvuMm aBToMaTuyeckoro o6HOBMNEHNs, BKIOYM €ro;

3. Pabotan Ha cBoem KOMNblOTEPE NoA npaBaMu nonb3oBaTend, a He agMUHUCTpaTopa. 3OT0 He no3BonNnUT
6OJ'IbLUl/IHCTBy BPeAOHOCHbIX NMporpamMm NHCTanmmMpoBaTbCA Ha TBOEM NepCcoOHasfIbHOM KOMMbIOTEPE,

4. Vcnonb3yil aHTUBUPYCHbIE MpPOrpaMMHbIE NMPOAYKTbl U3BECTHbLIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHneM 0as;

5. OFpaHI/ILIb d)I/ISI/NeCKMﬁ OOCTyn K KOMMNbOTEPY ANA NOCTOPOHHUX NLL;

6. Ncnonb3yn BHeLLHWE HOCUTENN MHopMaLMK, Takue Kak dneLuka, AUCK unu dann nu3 nHTepHeTa, TONbKO
13 NPOBEPEHHbIX NCTOYHUKOB;

KoncyanaHTHnmc www.consultant.ru CtpaHuua 5 n3 15

HageXHasi npaBoBas nogAepxka


http://www.consultant.ru/
http://www.consultant.ru/

<lMucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHu1 nHpopmauum"
(BmecTe ¢ "MeToan4EeCKUMN peKOMEHOALUAMMU O...

HokymeHT npegoctasneH KoHcyneTaHTlnoc
[ata coxpaHeHusi: 18.06.2018

7. He oTkpbiBa KOMMNbIOTEPHbIE bainbl, NOMYYEHHbIE N3 HEeHaAEeXHbIX MCTOYHUKOB. [axe Te hannol,
KOTopble Npucnan TBOW 3HaKoMbIN. Jly4lle yTouHM y Hero, oTnpaensan nu oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepedayn AaHHbIX, HE TEXHOSorus, a Bcero nuuwb G6peHa, mapka. Ewe B 1991 rogy
HugepnaHackasi komnaHusi 3apeructpupoBana 6peHg "WECA", 4yto o6o3Hayano cnosocodveTaHue "Wireless
Fidelity", koTopbIli nepeBoanTCs Kak "decrnpoBogHasi TOYHOCTL".

[lo Hawero BpemeHn pgowra gpyrass abbpeBuartypa, KoTopasi SBNSETCA TaKOW e TexHosornen. 370
abbpesunaTypa "Wi-Fi". Takoe HazBaHMe ObINI0 4aHO C HAMEKOM Ha CTaHAapT BbICLIEN 3BYKOBOM TeXHWUKK Hi-Fi, 4yTo
B MepeBoe 03HayaeT "BbICOKasi TOYHOCTL".

[a, GecnnaTtHbIn WMHTEPHET-OOCTYN B Kadpe, OTenax M aspornopTax SIBMSeTCs OTIMYHOW BO3MOXHOCTbIO
BbIXo4a B UHTEPHET. Ho MHOMMe akcnepThl cumTaroT, 4To obuenoctynHele Wi-Fi ceTn He siBnstoTcs 6e3onacHbIMu.

CoseTbl No 6esonacHocT paboTbl B 06wenocTynHbIx cetax Wi-fi:

1. He nepepaBan cBow nuuHyt0 uHopmauumio yepes obwenoctynHole Wi-Fi cetn. PaboTtasa B Hux,
)XenatenbHO He BBOAMTb NMaponuv A0CTyna, NOrMHbl U Kakme-To HOMepa;

2. Vicnonb3yi 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl 1 GpaHaMayep. Tem cambiM Tl 06e3onacuilb cebs oT
3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonesosaHum Wi-Fi otkntoun dyHkumio "O6wmin gocTtyn K dharinam n npuHtepam"”. JaHHasa dyHKums
3aKpbiTa MO YMOMYaHWIO, OOHaKO HEeKOTOpble MONb3oBaTeNM akTMBMPYIOT ee Ans yaobcTBa MCNOMb30BaHWS B
pabote unu y4ebe;

4. He ncnonb3yn nyénuunbin WI-FI ana nepegayv nuyHbIX AaHHBIX, HANpUMep ANd Bbixoga B couManbHble
CETU WUIN B 3MEKTPOHHYIO MOYTY;

5. Vicnonb3yn TOMbKO 3awmueHHoe coeguHeHune vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAW MMeHHO "https://";

6. B mMobunoHom TenedoHe oTkmoum dyHkumio "MNogknoveHne k Wi-Fi aBTomatuyeckn”. He ponyckan
aBTOMaTU4eCKOro noakmnoYveHus yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTn

CoumnanbHble CeTn akKTUBHO BXOAAT B Halwly XX1U3Hb, MHOrnMe nwogun pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yXe 3apermctpupoBaH murnmapn 4erioBek, 4YTo dABJAETCA OAHON ceabMOK BCEX XUTENen NnaHeTbl.
MHorne nonb3oBaTenu He MOHUMALOT, YTO |/|H¢)op|v|au,|/|;|, pasmMelleHHada MMn B coumnaribHbIX CETAX, MOXeT ObITb
HangeHa 1 Ncnosib3oBaHa Kem yrogHo, B TOM 4ucrie He obs3aTenbHO ¢ bnarnmm HaMepeHUaMun.

OcHOBHble coBeTbl N0 6e30MacHOCTU B coLMarnbHbIX CeTAX:
1. OrpaHunyb cnncok apyseit. Y Tebs B Apy3bsX HE OOMMKHO ObITb CryYalHbIX U HE3HAKOMbIX J0AEN;

2. 3awumuar CBOKH YacCTHYIO XM3Hb. He ykasbiBaih naponu, TenedoHbl, agpeca, AaTty TBOEro poXAeHUs u
OPYryo NMYHYI0 MHGOPMaLMIO. 3r0YMbILUNEHHNKM MOTYT UCMONb30BaTh AaXe MHGOPMaLU0 O TOM, Kak Tbl 1 TBOU
poAWTENU NfaHupyeTe NPOBECTU KaHUKYIbI;

3. 3awyait cBolo penyTaumio - AepXku ee B YACTOTe U 3aaaBalt cebe Bonpoc: xoTen 6bl Tbl, YTOGLI Apyrue
nonb3oBaTenu BUAENM, YTo Thl 3arpyxaelub? Mogymaii, npexae 4em YTo-To onybrnuMkoBaTtb, HanUcaTb U 3arpy3uThb;

4. Ecnu Tbl roBOPULLIb C NIOAbMW, KOTOPbIX HE 3HaeLlb, HEe UCMOMNb3y CBOE pearnbHOe NUMSsI U APYrYO NINYHYIO
NHGOPMaLIMK: UMS1, MECTO XXMTENbCTBA, MECTO Y4ebbl U Npoyee;

5. M3berai pasmelleHus doTtorpaduii B IHTepHeTe, rae Tl M3006paKeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
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onpegennTtb TBOE MECTONOJIOXEHUE,

6. Mpu perucTpauun B coLmanbHOW ceTn HeobxoaMMOo UCMONb30BaTb CIIOXKHbIE Maposin, COCTOSILLME N3 OYKB
1 UMAP 1 C KONMYECTBOM 3HaKOB He MeHee 8;

7. lna coumanbHOM CeTn, NOYTbl K apyrux canToB HeobxoaMmo McnonbL3oBaTb pa3HbIe naposnu. Torga ecnu
TeOs1 B3NnomatoT, TO 3J10yMbILUIEHHUKK noJy4aT OOCTynN TOJ1IbKO K OAHOMY MECTY, a He BO BCe Cpasy.

OneKTPOHHbIe AeHbIN

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOBHLIN CNOCO6 NnaTexen, OAHAKO CYLECTBYIOT MOLUEHHWKKN, KOTopble
XOTAT MONY4UTb 3TN AEHbIW.

SJ'IeKTpOHHbIe OeHbrn nodaBuUiinCb coecemMm HeagaBHO U MMEHHO M3-3a 3TOro BO MHOIMX rocygapcreax Ao Cux
nop He NponmncaHo NpPo HMX B 3aKOHaxX.

B Poccun xe OHU OyHKUMOHMPYIOT Y O HUX YXKe NPOMMCaHO B 3aKOHe, rae UX pasgenslT Ha HEeCKONbKO
BUOOB - @aHOHWMHbIE M HE aHOHWMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoauTb onepauun 6e3 MaeHTUdUKaLMM nonb3oBaTens, a B HeaHOHUMHbIX UAeHTUdMKaUUS Monb3oBaTens
aBnseTcsa obs3aTenbHON.

Takke crnegyeT pasnuyaTb 3NEKTPOHHble uaTHble AeHbMM (paBHbl TOCYAAPCTBEHHLIM BanoTam) W
3NEKTPOHHbIEe HednaTHbIE AeHbMM (He paBHbl FOCYAapCTBEHHBLIM BanioTaMm).

OcHoBHble COBETbLI M0 Ge3onacHoi paboTe C 3NEKTPOHHLIMU AEHbraMu:

1. MNpuBsxK K cHeTy MOBUNBHBIM TeneoH. 3To camblii YyAOOHbIN 1 BbICTPLIA CNOCO6 BOCCTaHOBUTL AOCTYM K
cyeTy. [MpuBs3aHHbLIN TenedoH NOMOXeT, ecnu 3abygellb CBOW MMAaTEXHbIM Naporib Wny 3arfellb Ha CauT C
HEe3HaKoOMOro YCTPOWCTBA;

2. Vicnonb3yn opHopasosble naponu. Nocne nepexofa Ha ycuneHHyk aBTopusauuio Tebe yxe He Gyger
yrpoXxaTtb OMacHOCTb KpaXu Unn nepexasaTa nraTeXxHoro napons;

3. Bbibepu croxHbein naponb. lNpecTynHukam OyAeT He NpocTO yragaTh CMAOXHbIA naponb. HapexHble
naponu - 3To Napornu, KoTopble cogepkaT He MeHee 8 3HaAKOB M BKMYAOT B ceBs CTPOYHbIE 1 NMPONUCHbIE BYKBBI,
LuMdpbl U HECKONBbKO CMMBOJSIOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMuaTemnbHbIM 3HaK M T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM NWYHbIE Aa@HHbIE HA CanTax, KOTOPbIM HE A0BEpPSELLb.
aneKTpOHHafl nouyTta

ONeKTpoHHas MnoyTa - 3TO TEXHOMOMMA W NPefoCTaBfsSeMble €0 YCNyrn MO MEPECHIIKE W MOJTYyYEHMHO
ANEKTPOHHbIX COOOLLEHNA, KOTOpbIE pacnpenensatTcs B KOMNbOTEPHON ceTh. OBbIMHO 3MEKTPOHHBIN MOYTOBLIN
AWMK BbIMMSAWT criegylowmMm obpasoM: MMs_Monb3oBaTena@umMs_aoMeHa. Takke Kpome nepegady npocTtoro
TEKCTa, UMEeeTCS BO3MOXHOCTb nepedaBaTth dhannbi.

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHON NOYTON:

1. Hago BbIbpaTb npaBuibHbIM MOYTOBLIM cepBUC. B MHTepHeTe ecTb OrpomHbii BbIGOp 6HecnnaTtHbIX
MOYTOBLIX CEPBMCOB, OAHAKO Ny4lle JOBEpPATb TeM, KOrO 3Haellb W KTO NEPBbI B PENTUHTE;

2. He ykasbiBam B MNWYHOW MOYTE JNNYHYHO UWHopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIi_daHaTt@" unu "pok2013" BmecTo "tema13";

3. Vcnonb3yn oByxaTanHyk aBTopu3aumio. OTO Korga NOMUMO Napons HYXHO BBOAUTb KO, NPUCHINIaeMbIi
no SMS;

4. Bbibepy CroxHbIn naponb. Ons KaXaoro noYToBOro siluka AOMMKEH OblTb CBON HAaAEXHbIA, YCTOMYUBLIN K
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B311OMy naporib;
5. Ecnv ecTb BO3MOXHOCTb HanmMcaTb CaMOMY CBOW JINYHbIA BOMPOC, UCMOMb3YN 3TY BO3MOXHOCTb;

6. |/|CI'IO.I'Ib3yI7I HECKOJ1bKO MOYTOBbIX ALLWKOB. nepBbIVI Ans YacTHom nepennckn ¢ agpecatamMmuy, KOTopbiM Tbl
aoBepAeLlb. 310 3]'IeKTpOHHbIIZ agpec He Haao ncnonb3oBaTb NPU perMcTpaunn Ha q)opymax n canTtax;

7. He oTkpbiBav dhannbl 1 gpyrne BRnoXeHus B MMCbMax, AaxKe eCrnv OHW NMPULInn oT TBOoMX Apysen. Jlydiwe
YTOYHW Y HUX, OTNPAaBAANM N oHKN Tebe aTn annbl;

8. MNocne okoH4YaHWst paboTbl Ha MOYTOBOM CEPBUCE MEPES 3aKpbITUEM BKIaAKM C CAanToM He 3abyadb HaxaTb
Ha "Bbintn".

KM6ep5yJ1.I1VIHF WUnu BupTyarnbHoe nsgeBartefnbCTBO

KnGepOynnuHr - npecrniegoBaHne COOGLLEHUAMW, COAepXalluMM OCKOpOIeHWUsi, arpeccuio, 3anyrMBaHue;
XyNUraHCTBO; coLnanbHoe GOMKOTUPOBaHNE C MOMOLLBIO Pa3fUYHbLIX MHTEPHET-CEepPBUCOB.

OcHoBHble coBeThbl No 6opbbe ¢ knbepbynnMHrom:

1. He Gpocancsa B 6on. Jlyywmn cnocob: nocoBeToBaThbCs Kak cebsi BECTU U, €CNN HET TOro, K KOMY MOXHO
06paTuTbCs, TO BHa4arne ycrnokomTbesl. Ecnm Tl HauyHelWb oTBeYaTb OCKOPGNEeHMSIMU Ha OCKOPOMEHUs!, TO TONMbKO
ewle 6onbLue PasoXoKeLlb KOHQIUKT;

2. YnpaBnsi cBoen knbeppenyTtauuen;
3. AHOHMMHOCTb B CETU MHUMasi. CyLLEeCTBYHOT CNOCOBbI BbISICHUTb, KTO CTOMT 3@ aHOHUMHBLIM aKkayHTOM;

4. He cTonT BECTM XynuraHckun obpas BUPTyasnbHOWM XW3HW. VIHTEpHET buKcupyeT BCe TBOW AEWCTBUS U
coxpaHsieT ux. Yganutb ux byaet kpavHe 3aTpyaHUTENBHO;

5. Cobnitogant cBOK BUPTYarbHYK YeCTb CMOSIOAY;

6. VrHopupy eauHu4HbIi Heratue. OAHOpas3oBble OCKOPOMTENbHbIE COOBLIEHUSA fyylle WUrHOpUMpoBaTb.
OB6bIYHO arpeccus NpekpalaeTcs Ha HavyanbHON CTaauu;

7. BaH arpeccopa. B nporpammax oGmMeHa MrHOBEHHbIMM COOOLLEHUSIMU, B COLMAnbHbIX CETAX ECTb
BO3MOXHOCTb OIIOKMPOBKM OTMNPaBKN COOBLLEHMIA C ONpeaeneHHbIX agpecos;

8. Ecnu Tbl cBngetens knbepbynnuHra. TBoM OeNCTBMSA: BbICTYNUTL NPOTMB NpecnegoBaTens, nokasaTtb eMy,
4YTO ero AenCTBMS OLEHMBAKTCA HeraTMBHO, NoadepXaTb XKepTBY, KOTOPOW HyXXHa MNCUXOSorMyeckasi NOMOLLUb,
COOBLWNTL B3pOCHbIM O (hakTe arpeCCUBHOMO NOBEAEHNS B CETU.

Mo6unbHbLIN TenedoH
CoBpemeHHble cMapTdOHbI U NNaHLWeTbl cogepxaT B cebe BNomnHe B3pOCHbI hyHKUMOHAN, U TeNepb OHU
MOTyT KOHKYpPMpOBaTb CO CTauWOHapHbIMU KomnbloTepamu. OgHako, CpeacTB 3almTbl Ans NogobHbIX YCTPONCTB

noka o4eHb Mano. TeCTUPOBaHUE U MOUCK YA3BMMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCMBHO, Kak ans MK, 1o xe
camoe KacaeTcsi U MOBUIbHBIX NPUIOXEHWUN.

CoBpeMeHHble MOBUMbHbIE Bpay3epbl yXe MPaKTUYECKU [OOrHamnM HacToMbHbIe aHanorM, OAHaKo
pacluMpeHne (hyHKLMOHana BrieYeT 3a coboi GorbLUY0 CIOXHOCTb U MEHbLLYHO 3aLLMLLEHHOCTb.

[daneko He BCe NPOW3BOAMTENM BbIMyCKaldT OOHOBNEHUS, 3aKkpblBalOLMe KpUTUYECKMe YA3BMMOCTWU Ans
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHoCcTM MObunbHOro TenedoHa:

Huyero He sBnsetca no-Hactosiiemy 6ecnnatHbiM. Bydb OCTOpoxeH, Bedb Koroa Tebe npeanaraioT
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GecnnaTHblii KOHTEHT, B HEM MOTYT GbiTb CKPbIThI KAKME-TO MIaTHbIE YCIyTu;

HOyman, npexage yem otnpaBuTb SMS, ¢oTO unu Buaeo. Tbl TOYHO 3HAELUb, rAe OHWM OyayT B KOHEYHOM
utore?

Heobxoaumo o6HOBNSATE OMepaLyoHHy0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTUBUPYCHbIE NpOrpaMmbl 4518 MOBUIbHbIX TeNedoHOoB;

He 3arpyxall nNpunoXeHust OT HEW3BECTHOIO MWCTOYHMKA, Bedb OHWM MOTYT CoAaepaTb BpenoHOCHOoe
nporpammHoe obecneyeHue;

Mocne Toro kak Tbl BbIAELWb C canTa, rae BBOAUI NIMYHYO MHOpMaLUMIo, 3aiam B HAacTporiku Bpaysepa u
yaanu cookies;

Mepuroanyeckn NpoBepsAn, Kakme nnaTHble YCryru akTMBMpPOBaHbI HA TBOEM HOMEPE;

,D,aBaVI cBOWM HOMEp MOOWNBHOroO TeJ'Ie(*)OHa TOJIbKO NKOOAM, KOTOPbIX Thbl 3Haellb U KOMY OOBEpAELUb;

Bluetooth gormxeH ObITb BbIKMOYEH, KOrga Tbl MM He norb3yelbes. He 3abbiBan nHorga npoBepsiTb 3T0.
Online urpbl

CoBpeMEHHbIE OHMaMH-UIPbl - 3TO KpacouHble, 3axBaTbiBalOLUME pasBriedeHusi, obbeauHALNE COTHU
TbICSAY YenoBeEK MO BCEMY MUpY. Mrpoku mccrnepyroT AaHHbIl UM Mup, obwatoTcs Apyr ¢ APYroM, BbIMOMHST
3aJaHusi, cpaXatoTCsi C MOHCTPaMM U Nony4atoT onbIT. 32 YAOBONLCTBUE OHWU MAATAT: NOKYNatT AMCK, OMnayMBaroT
aboHeMeHT unu npuobpeTaroT Kakne-To Onumm.

Bce 3T cpedctBa MAOyT Ha MOAAEPXaHWE W pasBUTME MMPbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3ALIMK, BbIMYCKAOTCA HOBble NaTyy (UMCPOBbLIE 3amnaTtku Ans nporpamMm),
3aKpbIBAOTCA YA3BUMOCTM CEPBEPOB.

B nogoGHbIx nrpax CTouT onacatbCA He CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIbBKO KpaXW TBOEro rnaposd, Ha
KOTOPOM OCHOBaHa cucteMa aBTopu3saLmm BonbLUMHCTBA Urp.

OcHoBHbIe coBeTbl N0 6e30MacHOCTN TBOErO UrpoOBOIro akKkayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unu cosgaet Tebe HenpusTHOCTW, 3abnokuvpyn ero B chuvcke
UrPOKOB;

2. I'Io>|<anyl7|09| agMUHUCTpaTopaM Urpbl Ha MJiOXoe noBeAaeHune 3TOro Urpoka, XernartelibHO NpPUIoXutb
Kakne-To oKasaTtesibCTBa B BUAE CKPUHOB;

3. He ykasbiBal nu4yHyto nHdopmaumio B npodainne urpsl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBamn HeomumanbHble NaTym u Moapl;

6. cnonb3yn CnoXxHble 1 pasHble Naponu;

7. Jaxe BO BpeMsl Urpbl HE CTOMUT OTKMOYaTb aHTMBMPYC. [MoKa Tbl Urpaellb, TBOW KOMMbIOTEP MOryT
3apasTb.

DULLMHT UK KpaXka NINYHBbIX AaHHBbIX

OOGbluHOV  KpaXel [OeHer W [OKYMEHTOB CErodHsl YXe HUKOro He YAMBULWb, HO C pasBUTMEM
WUHTEPHET-TEXHOMNOINIA 3MNOYMbILLNIEHHUKM NEePeMeCcTUNCb B UHTEPHET, U NpoAo/KkalT 3aHMMaTbesa "nobumMbiM"
Oernom.
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Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLLUEHHNYECTBA UIMM OULLIMHT, MaBHasi Lenb KOTOPOro COCTOUT B
nonyyeHnn KoHUAeHUManbHbIX AaHHbIX NoNb3oBaTenen - norMHoB M naponen. Ha aHrnuiickom sasbike phishing
yntaeTca kak uwwmHr (ot fishing - ppibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNMHIOM:

1. Cnegu 3a cBOMM AKKayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHKeTa Oblnia B3anloMaHa, To HeobXo0ANMO
386]'IOKV|pOBaTb ee n coodwnTb agMUHUCTpaTopam pecypca 00 3TOM Kak MOXXHO Ckopee,

2. Ncnonb3yn 6e3onacHble Be6-caliThbl, B TOM YACIE, UHTEPHET-MarasuHoB U NOUCKOBLIX CUCTEM;

3. Vicnonb3yi cnoxHble U pasHble naponu. Takum obpasoM, ecnn Tebs B3NOMalT, TO 3NOYMbILLSIEHHUKN
nonyyaTt AOCTYMN TOMBbKO K OOHOMY TBOEMY MPOMUII0 B CETU, @ HE KO BCEM,;

4. Ecnn Tebs B3noManu, To Heobxoanmo nNpeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble foOaBneHbl y Tebs
B ApYy3bsX, O TOM, 4YTO Tebsa B3nomanu n, BO3MOXHO, OT TBOEro MMeHu GyaeTt paccbinatbCs cnam U CCbIIKU Ha
(O1LLMHIOBLIE CaNThI;

5. YcraHoBu HagexHbi naponb (PIN) Ha MoOunbHbIN TenedoH;
6. OTKMOUM coxpaHeHue napons B bpaysepe;

7. He oTkpbiBan havnel U gpyrue BNOXeHUs B NMCbMax, AaXe eCcrnv OHM NpULLnM OT TBOMX Apy3en. Jlyywe
YTOYHM Y HUX, OTNPABAANN N oHW Tebe 3Tn hanneol.

LindpoBas penytauus

LindpoBast penyTtaums - 3T0 HeraTMBHas unu no3nTueHasi MHpopmaumsi B ceTn o Tebe. KomnpomeTtumpytoLlas
WHpopMaLns, pasMeLLeHHas B UHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasnTbCA Ha TBOEW pearlbHOWM >XU3HMW.
"LUndpoBas penytauma” - 3To TBOW UMULX, KOTOPbIA hopMupyeTcsa n3 uHcopmauum o Tede B MHTEPHETE.

TBOE MECTO XUTENbCTBA, yqe6b|, TBOE chHchosoe nonoxeHune, ocobeHHOCTH Xapaktepa U pacckasbl O
ONn3KNX - BCe 3TO HaKanMMBaeTCsl B CETU.

MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCA K nybnukauum nmyHon uHdopmauun B MHTepHeTe, He
NOHMMasa BO3MOXHbIX NOCNeacTBUN. Thl faxe He CMOXeLlb AoraaatbCst O TOM, YTo doTorpadus, pasmeLleHHas 5
neTt Hasag, ctana npuMYnHOM oTKasa NpuUHATL Tebsa Ha paboTy.

KoMmeHTapuu, pasmMeLleHne TBoux potorpadumn n gpyrme 4encTBus MoryT He UCHE3HYTb Jaxe nocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3HaELUb, KTO COXpaHuI 3Ty MHdopmaumio, nonana M oHa B MOUCKOBbIE CUCTEMBI U
COXpaHunach N OHa, a rMaBHOEe: YTO NOAYMaIOT 0 Tebe OKpyXKaroLue NAMW, KOTopble HandyT n yBugaT a1o. Hantu
MHOPMALIMIO MHOTO NET CNYCTA CMOXET Mtobon - kak U3 Jobpbix NOOYXOEHMN, Tak U C HAMEPEHNEM NMPUYUHNUTD
Bped. ATO MOXET ObITb KTO YrogHo.

OcHoBHble coBeTbl NO 3aLmTe LndpoBon penyTaunm:
1. Nogyman, npexae Yyem 4YTO-TO NyGnMKkoBaTh 1 NepefasaTh y cebsa B 6Grore unm B counanbHOM CeTH;

2. B HacTtporkax npounsa yCTaHOBM OrpaHW4YeHMs1 Ha MPOCMOTP TBOEro npodurs U ero CoaepXMmoro,
caenai ero Tonbko "aAnga apysen"”;

3. He pasmeluait 1 He ykasbiBai MHOpPMALMIO, KOTOpasi MOXET KOro-Nnbo ockopGnsTe UMK oBuxXaTb.
ABTOpCKOe npaBo

CoBpeMeHHbIe LLUKOMbHWKK - aKTMBHblE MoNb3oBaTenun LUmMdpoBoro npoctpaHcTea. OgHako Aarneko He Bce
3HalT, 4YTO MOMb30BaHME MHOMMMU BO3MOXHOCTAMM LMGpPOBOro Mupa TpebyeT cobniodeHUss npaB  Ha
WHTENNeKTyanbHyto COGCTBEHHOCTb.
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TepMUH "MHTENnekTyanbHasi COOCTBEHHOCTb" OTHOCUTCSl K pPasfMYHbIM TBOPEHUSIM YETOBEYECKOro yMa,
Ha4MHasi ¢ HOBbIX U30OpeTEHMIN U 3HaKOB, 0603HaYalLLMX COOCTBEHHOCTb HA MPOAYKTHI U YCNYrn, U 3akaH4duBasi
KHUramu, chotorpaumsamum, KWNHopNbEMammn 1 My3blkarbHbIMU MPOU3BESEHUAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEKTyarnbHyl0 COGCTBEHHOCTb Ha NMPOU3BEAEHMS HAayKK, NMTepaTyphbl
N UckyccTBa. ABTOPCKME MpaBa BbICTYMaloT B KAYECTBE rapaHTUM TOro, YTO MHTENNEKTyanbHbIN/TBOPYECKUA TPYL
aBTopa He GyaeT HanpacHbIM, 4acT eMy cripaBesvBble BO3MOXHOCTY 3apaboTaTh Ha pesynbTaTax CBOero Tpyaa,
MonyynMTb W3BECTHOCTb W npuaHaHue. HukTo 6e3 paspelleHusi aBTopa He MOXeT BOCMpPOM3BOAUTL €ro
npovsBefeHve, pacnpocTpaHsTh, Ny6rM4YHO AeMOHCTpMpPOBaThb, NpodaBaTb, UMMNOPTUPOBATL, NyckaTe B MpokarT,
ny6nMYHO NCNOSHATbL, NOKa3bIBATL/UCNOSHATL B 3¢hMpe unu pasmellaTs B MIHTEpHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpammHoro obecneyeHnsa MoxeT npmnBeCcTn K MHOTMM pUCKaM: OT NoTepu
OaHHbIX K TBOMM akkayHTamM A0 6J'IOKVIpOBKI/I TBOEero yCTpOVICTBa, roe ycraHoBJieHa HeneranbHada nporpamMma. He
CTOMT Takxke 3abbiBaTb, YTO CYLLECTBYIOT JieraribHble U OecnnaTtHble nporpamMmmsbl, KOTOpble MOXXHO HanTu B ceTu.

O noprtane

CeTeBMYOK.ph - TBOW rMNaBHbIN COBETYMK B CeTW. 34ecb Tbl MOXELWb y3HaTb O ©e30nacHOCTM B CETU
MOHATHBIM M AOCTYMHBbIM A3bIKOM, @ NMPW BO3HWKHOBEHWM KPUTUYECKON CUTyaumnm obpatntbCcs 3a COBETOM. A Takke
NPUHATb y4acTue B KOHKypcax 1 cTaTb caMbiM LIMPPOBLIM rpaxgaHnHom!

Mpunoxexne N 3

NAMSATKA AN POOUTENEX OB UH® OPMALIMOHHOW BE3OMACHOCTU OETEN

OnpepeneHve TepmnHa "nHopmMaumoHHaa GesonacHocTb aeTten" cogepxmtcs B ®enepansHom 3akoHe N
436-93 "O s3awmTe geter OT MHGOPMALMKU, MPUYMHSIOWEN Bped WX 300POBbI U pasBUTUIO", perynumpyloLmm
OTHOLLEHVS, CBSI3aHHbIE C 3alUTON AeTen OT MHopMaLumm, NPUYNHAIOLLIEN Bpes UX 300POBbI0 1 (MNK) pasBUTULo.
CornacHo gaHHOMY 3akoHy "MHdopmauuoHHast 6e3onacHOCTb AeTen" - 3TO COCTOSIHME 3alUMLLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIN C NpUYMHEHNEM NHOPMaLMen Bpeaa Nx 340poBbio 1 (Unn) ousmdeckomy,
NCUXNYECKOMY, OYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-93 nHdopmaumnen, NnpuumnHsOLWENn Bpen 300pPOBLI0 U (MNK) pasBUTUIO
OeTen, ABNAeTCs:

1. nHdopMaLua, 3anpeLleHHas AN pacnpocTpaHeHns cpeaun aeTei;

2. WH(opMauus, pacnpocTpaHeHMe KOTOPOW OrpaHUYeHO cpeaun aetent onpedeneHHbIX BO3PacCTHbIX
KaTeropun.

3. K uHdopmaumn, sanpeLleHHoOn gnsa pacnpocTpaHeHust cpeaun AeTen, OTHOCUTCS:

4. nHdpopmaums, nobyxaarolwas geTer K COBEpPLUEHUO AENCTBUN, NPEACTaBMASOLMX Yrpo3y MX XKWU3HU U
(vnn) 300pOoBBI0, B T.4. MPUYMHEHWIO Bpeda CBOEMY 300POBbLI0, CaMOyOUNCTBY;

5. cnocoBHOCTL BbI3BAThL Y AeTen enaHue ynotpedbuTb HapKoTUYeCcKne CpeacTBa, NCUXOTPOMHbIE U (MnK)
ogypmaHuBalowme BellecTBa, TabayHble wM3genus, ankororibHyl W CNMPTOCOAEPXKalLyl MNPOAYKUMIO, MUBO M
HanuTKW, U3roTaBNMBaEMble Ha €ro OCHOBE; MPUHATb Yy4acTWe B a3apTHbIX Urpax, 3aHUMaTbCs MPOCTUTYLMEN,
BpOoASKHNYECTBOM UMW NONPOLLUANHNYECTBOM;

6. obocHoBbIBalolasi WM OnpaeApblBalollas OONYCTUMOCTb Hacunmss un (Mnun)  KecTokocTn nmbo
nobyxaatoLlasi ocyLecTBAATb HACUNBCTBEHHbIE OENCTBMS MO OTHOLLUEHUIO K JIIOASM U XKUBOTHbIM;

7. oTpuuaroLwasa ceMenHble LEHHOCTN U POpMUpPYIOLLAsa HEeyBaXeHne K poauTensM u (Unv) Apyrum YneHam
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ceMbU;
8. onpaegbiBaoLas NpOTUBONPaBHOE NOBEAEHME;
9. cogepKalyasi HeLleH3ypHy0 BpaHb;
10. cogepxawiasn nHdopMauno NopHorpacn4ecKoro xapakrepa.

K uHgopMaLmuM, pacnpocTpaHeHWe KOTOpOi OrpaHuyeHo cpeau [aeTeit onpedeneHHoro Bo3pacTa,
OTHOCUTCS:

1. nHcbopMaumsi, NpeacTaBnsiemMasi B BUAE M300PaKEHUs1 UMM OMMUCAHUS KECTOKOCTU, PU3MYECKoro u (Mnm)
MCUXMYECKOro HAaCUNUS, NPECTYNIEHNS UMW MHOTO aHTUOBLLECTBEHHOTO AeCTBUS;

2. Bbi3blBalOLWast y AETEN CTpax, yXac WM naHuky, B T.4. NpeacTaBnsiemasl B BUAE MU300pakeHus unu
OonucaHWs B YHWXKalOLleh 4enoBeyeckoe [AOCTOMHCTBO (popmMe HeHacwunbCTBEHHOW cmepTu, 3abonesaHus,
caMoyOuMINCTBa, HECHACTHOIO Criyyasi, aBapun Unm katactpodbl 1 (MnNn) nx NOCNeacTBUN;

3. npeacraensiemass B Buae W300paeHUst WM OMUCAHWUSI MOJIOBLIX OTHOLUEHUA MeXZy MYXYMHOW U
KEHLLMHOW;

4. copgepkallas GpaHHbIe CrioBa U BblpaXeHWsl, He OTHOCSLLMECS K HELLeH3ypHOW BpaHu.

C y4eToM 3TOro Bam npegnararoTca npasuna pa60TbI B CeTun MHTepHeT ana pasyindHbliX BO3PACTHbIX
KaTeropM|7|, cobntogeHue KOTOpPbIX NO3BOJINT obecneunTb VIHd)OpMaLI,I/IOHHyI'O ©e3onacHOCTb BalUMX AeTeEN.

O6wwme npaBuna Ansa poauTenen

1. HesaBucrMo oT Bo3pacTa pebeHka ucnonb3ayiTe nporpaMMHoe obecrnedeHre, noMoratollee punbTpoBaThb
N KOHTPONMPOBaTb MHOPMALMIO, HO He NomaraTecb NMOMHOCTLIO Ha Hero. Balle BHMMaHWe K peGeHKy - rMaBHbIN
METO/ 3aLLMUThI.

2. Ecnn Baw pebeHOK MMeeT aKkayHT Ha ogHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMaTENbLHO N3y4YUTE, Kakyto MHPOPMaLMIO NOMELLAIOT €ro Y4acCTHUKA B CBOUX Npodunsax u
6riorax, Bkntoyasa gotorpacumm n sBugeo.

3. MNpoBepbTe, C KakKMMKM OPYrMMKU calWTaMu CBsi3aH couumarnbHbli cepBuc Bawero pebeHka. CTpaHWMuYKM
Bawero pebeHka MoryT ObiTb 6€30MacHbIMU, HO MOTYT M COAEpPXKaTb CCbINIKU Ha HeXenaTerbHbIe U OMacHbIE CanThbl
(HanpumMep, NOPHOCANT, NN CalT, Ha KOTOPOM APYr YNOMUHAET HOMEpP COTOBOro TenedoHa Bawero pebeHka unm
Baw gomaluHui agpec)

4. MoowpsinTe Bawwux geten coobate 060 BCEM CTPAHHOM WU OTTasIKMBAIOLWLEM W HE CITULLIKOM OCTPO
pearnpynte, Koraa oHW 3TO AenaroT (M3-3a onaceHus NoTepsaTb AOCTYN K VIHTEpHETY AeTn He rOBOPAT poauTensam
0 npobnemax, a Takke MOryT Ha4aTb MCNONb30BaTb VIHTEPHET BHE JOMA W LLUKOSbI).

5. bygbTe B Kypce ceTeBov xu3Hu Bawero pebeHka. MIHTepecyiiTech, KTo nx apy3bs B IHTEPHET Tak Xe, Kak
NMHTEpecyeTeChb pearibHbIMU OPY3bSMU.

Bospact ot 7 oo 8 net

B WHTepHeTe pebeHok cTapaeTcs MOCETUTb T€ WM WHble CalTbl, @ BO3MOXHO W YaTbl, paspelleHne Ha
noceLleHne KOTOpbIX OH He nomyyun 6bl oT pogutenen. [oaTomy poauTensam OcobeHHO nonesHbl byayt Te
OTuYeTbl, KOTOpble MPefoCTaBNATCA MporpaMMamMu MO  OrPaHUYEHUIO  UCMOoMb3oBaHusA MHTepHeTa, T.e.
PoantenbCckMin KOHTPOMb MW TO, YTO Bbl CMOXETE YBUOETb BO BPEMEHHbIX dannax. B pesynbrate, y pebeHka He
OyAeT OwWyLeHus, 4YTO 3a HUM BeAeTCA MOCTOSHHbIA KOHTPOfb, OAHAKO, poauTeny GyayT no-npexHemy 3HaTb,
Kakne canTbl nocewaet umx pebeHok. [leT B gaHHOM BospacTe obnagalT CUMbHbIM YyBCTBOM CEMbW, OHU
AOBepyYMBbl U He COMHeBalTCsA B aBTopuTeTax. OHM MOBAT urpatb B CeTeBble UMPbl U NyTelecTBOBaTb MO
UHTepHeTy, Ncnomnb3ys 3NeKTPOHHYIO NOYTY, 3aX0AnTb Ha CarTbl U YaTbl, HE PEKOMEHAOBAHHbIE POAUTENSMMU.
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CoBeTbl No 6e3onacHocTh B ceTu IHTepHeT ana aeten 7 - 8 net

1. Cospganite cnucoK AOMAaLLHMX MNpaBui nocewleHus VIHTepHeTa npu yvactmm getenm u Tpebynte ero
BbINOSTHEHUS.

2. Tpe6y|7|Te ot Bawero pe6eH|<a cobntoaeHus BpEeMEHHbIX HOPM HaxoXaeHuna 3a KOMMNbTEPOM. Mokaxute
pe6eH|<y, yTo Bbl HabnogaeTe 3a HUM He NnOTOMY 4TO Bam aTo xo4yeTcs, a NnoTOMY 4TO Bbl 6ecnokountech 0 ero
6e3onacHoCTM 1 Bceraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogkntodeHnem Kk MHTepHeTy OormkeH HaxoouTbes B obLien KoMmHaTe nog npucMoTpoM
poauTenen.

4. MCHOﬂbSyVITe cneunarnbHble JETCKUE NMONCKOBbIE MaLUWHbI.

5. Ncnonbsynte cpeactBa GNOKMPOBaHWSA HEXenaTenbHOrO KOHTEeHTa KakK AOMOSfIHeHMe K CTaHAapTHOMY
PoantensckoMy KOHTPOSHO.

6. Cospgainte ceMenHbl NEKTPOHHbBIV ALWMK, YTOObI HE NO3BONUTL OETAM UMETb COOCTBEHHbIE aapeca.

7. Bnokupyinte gocTtyn k cantam ¢ 6ecnnaTtHbiMM MOYTOBLIMM SILLMKAMWU C MOMOLLbIO COOTBETCTBYIOLLIETO
nporpaMmHoro obecneyeHus.

8. Mpuyunte geten coBeToBaTbCA ¢ Bamu nepeq ony6nvkoBaHnem Kakon-nnbo nHdopmMauumn cpegctsamm
3MEKTPOHHOM NOYTbI, YAaTOB, PErMCTPALMOHHbBIX OPM 1 Npodunen.

9. Hayunte geten He 3arpyaTb Ghansibl, IporpamMmmbl Unn My3biky 6€3 Ballero cornacusi.
10. He paspeluante getsim ncnonb3oBaTth CryXObl MTHOBEHHOTO OOMeHa COOBLLIEHMSAMM.

11. B "Genbi" cnucok caniToB, paspelUeHHbIX Ofis MOCELEeHUs, BHOCUTE TONbKO CalTbl C XOpOLUen
penyTauunen.

12. He 3abbiBanTe 6ecenoBatb ¢ getbMu 06 nx apy3bax B MIHTepHeTe, Kak ecnu 6bl peyb Wwna o Apy3bsx B
peanbHON XN3HW.

13. He penavite "Taby" 13 BONpOCOB MOSIOBOM XW3HW, TaK Kak B IHTepHeTe AeTn MOryT JIErKO HAaTKHYTbCS Ha
nopHorpaduio nnu canTel "Anga B3pocnbIxX".

14. Mpuyunte Bawero pebeHka coobiaTb BaMm 0 NOOLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ IHTepHETOM.
OcTaBanTecb CMOKOVHLIMU U HAanOMHWUTE OETSAM, YTO OHM B Ge30nacHOCTW, eClv caMy pacckasany Bam O CBOMWX
TpeBorax. [oxBanuTe ux u NOCOBETYNTE NOAOWTU eLlle pa3 B NoA06GHbIX Crydasix.

BospacT gete#t ot 9 oo 12 net

B paHHOM BO3pacTe AOeTu, KaK NnpaBuio, YyxXe HaclbllaHbl O TOM, KaKad VIH(bOpMaLI,VIFI cyulectByeT B
MHTepHeTe. COBepLLIeHHO HOpPpMarnbHO, YTO OHU XOTAT 3TO YyBWUAETb, MPOYEeCTb, YyClblllaTb. I‘Ipw 9TOM HYXHO
NMOMHUTb, YTO AOOCTYN K HexXenaTteslbHbIM MaTepuanamMm MOXHO Jierko 3a6J'IOKVIp0BaTb npu nomowmn cpeacrts
Poautenbckoro KOHTpONA.

CoBeTbl No 6e3onacHocTn Ansa aeten ot 9 o 12 net

1. Co3ganTe CNMCOK AOMalIHMX NpaBun nocelweHus WHTepHeT npu yvactum peten n Tpebynte ero
BbIMNONMHEH WS,

2. Tpebynte o1 Bawero pebeHka cobnoaeHns HOPM HaXOXOEHUSA 3a KOMMbIOTEPOM.

3. Habnogante 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, MOKaXMUTe eMy, 4To Bbl BecnokomTtecb O ero
6e3onacHOCTW 1 BCerga rotoBbl okasaTb eMy NMOMOLLb.
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4. KomnbloTep ¢ nogkniodeHneM B WHTepHeT OOImKeH HaxoauTbcs B OOLLel KOMHaTe noA NpUCMOTPOM
poauTenen.

5. WNcnonb3ynte cpeactsa GNMoKMpoBaHWUS HeXernaTenbHOro KOHTEHTa Kak [OMOSfiHEHWe K CTaH4apTHOMY
PoauTtensckomy KOHTPOTHO.

6. He 3abbiBaiiTe npuHMMaTh HENOCPeACTBEHHOE yyacTue B Xu3Hu pebeHka, GecegoBaTb C AeTbMU 006 KX
Apy3bsx B MHTepHeTe.

7. HactauanTte, 4ToBbl AETW HUKOrA4a HE Cornallanncb Ha NYHbIe BCTPEYM ¢ Apy3bsamu no NHTepHeTy.
8. MNMosBonanTe geTam 3axoauTb TOMbKO Ha canTbl 13 "6enoro" cnucka, KOTopbIn co3ganTe BMECTe C HAMM.

9. Mpuyunte geTen HMKOrga He BblAaBaTb NIMYHYIO MHAOPMALMIO CpeacTBaMm 3MEKTPOHHOW NOYThbl, YaToB,
CMCTEM MrHOBEHHOro obmeHa COOBLUEHNSMUN, PerMcTpaumMoHHbIX PopM, NNYHBIX Npodhunert n Npu perncTpauun Ha
KOHKypcbl B UHTepHeTe.

10. MNpuyynTe geten He 3arpyxaTb nporpaMmmbl 6e3 Bawero paspewwerns. OGBbACHUTE UM, YTO OHW MOTYT
CryYanHo 3arpy3unTb BUPYCbI UK ApYyroe HexenartenbHoe nporpammHoe obecrneveHue.

11. Co3paite Bawemy pebGeHKy orpaHU4eHHYH YUYeTHYI0 3anuch Ansi paboTbl HA KOMMbIOTEPE.

12. MpuyunTe Bawero pebeHka coobliaTb BaM O NOObIX Yrpo3ax UM TpeBorax, CBsA3aHHbIX ¢ MIHTepHeToM.
HanomHuTe aeTsam, YTo OHM B 6e30MacHOCTU, ecrnv caMm pacckasanu Bam O CBOUX TPEBOrax MU onaceHusix.

13. Pacckaxunte getsam o nopHorpadumn B MHTepHeTe.

14. HacTtamBaiite Ha TOM, YTOObI AETWN NpPeaoCTaBNANM BamM JOCTYM K CBOEN 3f1EKTPOHHOM noyTe, YTobbl Bbl
ybeannmcb, 4To OHU He 0bLLaTCsa C He3HAKOMLaMM.

15. O6bACHUTE AETAM, YTO HEmMb3s UCMOMb30BaTh CETh ANA XYNUraHCTBa, PacnpoCTpaHeHWst CrneTeH Unm
yrpos.

Bospact geteu ot 13 go 17 ner

B aTOoM BO3pacTe NoapOCTKM aKTUBHO MCMONb3YOT NMOUCKOBbIE MalUWHbI, NOMb3YHTCA SMEKTPOHHON MNOYTOW,
cnyx6amy MrHOBEHHOTO OOMeHa COOOLLEHUSIMW, CKauMBalOT My3blky M ounbMbl. Manbymkam B 3TOM BO3pacTe
Gonblle NO HpaBy cMeTaTb BCE OrpaHWYeHMsl, OHM >XaxayT rpyboro tomopa, asapTHbIX WUrP, KapTUHOK "OAns
B3pocnbix". [eBoykM npennountaloT obwaTtbCs B 4aTax, npu 3TOM OHM ropasdo 6Gonee 4yBCTBUTESNBbHbI K
cekcyarbHbIM JoMoraTenbcTBam B MHTepHeTe.

3ayacTyto B J@aHHOM BO3pacTe poauTensiM yXe BeCbMa CIIOXXKHO KOHTPONMpOBaTb CBOWUX AETEN, Tak Kak 00
VIHTepHeTe OHW yXe 3HalT 3HaAYUTENbHO Bonblue CBOMX poauTenen. Tem He MeHee, He OTMnyckamte geTen B
"cBoboaHoe nnaBaHue” no NHTepHeTy. CTapanTeck akTMBHO y4acTBoBaTb B 00LleHMM pebeHka B MIHTepHeTe.

BaxHO no-npexHemy cTporo cobmiogate npaeuna WHTepHeT-6e30nacHOCTM - cornalleHve  Mexay
pooutenammu n getbMn. Kpome TOro, HEOOXOOMMO Kak MOXHO 4allie npocmaTtpuBaTbh OTYETbl O AESATENbHOCTU
neten B VHTepHeTe. CrnegyeT obpaTuTb BHMMaHME Ha HEOOXOAMMOCTb COAEPXaHWUs POOUTENbCKUX Naponen
(naponen aaMMHNCTPATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMAHME Ha CTPOroCTb 3TUX Naponen.

CoBeTbl No 6e3onacHOCTN B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTte CNMCOK OOMAaLUHUX npaBun nocelleHus VHTepHeTa npu yvyacTuuM MOAPOCTKOB U Tpebywnte
6e3ycnoBHOro ero BbinosiHeHnsa. ObroBopute ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX CanToB ("4epHbIN CNMCOK"), Yachl
paboTbl B IHTEepHETE, pykoBOACTBO NO 00LeHMIO B IHTEpPHETE (B TOM YKcre B YaTax).

2. KomnbtoTep ¢ nogkntodeHnem k cetn MIHTepHeT AomKeH HaxoaMThes B 00LLE KOMHaTe.

3. He 3aboiBante becepnoBatb ¢ AeTbMn 06 ux Apy3bax B WHTepHeTe, O TOM, YeM OHU 3aHATbl Takum
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obpasom, OyaTo peyb MAET O APY3bsiX B peanbHOM xu3Hu. CnpaluvBanTe O Noasx, C KOTOpbIMKU AeTu obLiatTcs
NOCpPeLCTBOM CNy0 MrHOBEHHOIro obMeHa coobLleHUAMU, YTOObI yoeauTbes, YTO 3TV NOAN UM 3HAKOMBI.

4. WNcnonb3yiTe cpeacTtBa GrOKMPOBaHWUS HeXenaTenbHOro KOHTEHTa Kak AOMONIHEHWe K CTaH4apTHOMY
PoauTtensckomy KOHTPOTHO.

5. Heobxogumo 3HaTb, KakMuMu 4aTamym nonb3yTca Baww pgetn. [lloowpsiite  mMcnonb3oBaHue
MOAEPMPYEMbIX YAaTOB U HacTamBanTe, YTOObI AETW He OOLannch B MPUBATHOM peEXUME.

6. HactauBanTe Ha ToM, 4TODbI AETW HUKOTAA HE BCTPeYanuchb NUYHO C ApY3baMU U3 ceTu VIHTepHeT.

7. MNpuyunte geten He BbiAaBaTb CBOK NNYHYIO MHQOPMaLMIO CPeACTBaMU SNEKTPOHHOW MOYThI, 4YaToB,
CMCTEM MrHOBEHHOro obmeHa COOBLLUEHNSAMUN, PErnCTpaLUMOHHbIX (DOPM, NTIMYHBIX NPOUNEN 1 NPU perncTpaummn Ha
KOHKypcbl B UHTepHeTe.

8. lMpuyunte geten He 3arpyxatb nporpammbl 6e3 Balwero paspeweHus. OBbACHUTE UM, YTO OHM MOTYT
CryYanHo 3arpy3uTb BUPYChI UK ApYyroe HexenartensHoe nporpammHoe obecneveHue.

9. Mpuyunte Bawwero pebeHka coobaTb BaM O MoObIX yrpo3ax Uy TpeBorax, CBs3aHHbIX ¢ VIHTepHeToM.
HanomHute getam, 4To OHM B 6e30MacHOCTU, ecrM camy pacckasanu Bam, O CBOMX Yrpo3ax Wnu Tpesorax.
MoxBanuTe NX U NOCOBETYWTE NMOAOWTY eLle pas B MOAOGHbIX Criyyasix.

10. Pacckaxute getam o nopHorpadgum B WNHTepHeTe. lNMomorMte mm 3awmtmuTtbCa OT cnama. Hayuute
NnoapoCTKOB He BblgaBaTb B VIHTepHeTe CBOEro peanbHOro 3MNEeKTPOHHOro ajpeca, He oTBevyaTb Ha
HexernaTenbHble NMCbMa U UCMOMb30BaTh CreLlmanbHble NOYTOBblE (PUNBbTPLI.

11. MpuyunTe cebsi 3HAKOMUTLCS C CalTamu, KOTOPbIE MOCELLAT NOAPOCTKU.

12. Hayuute peten yBaxatb APYIUX B UHTEPHETE. YOeanTech, YTO OHM 3HAIOT O TOM, YTO MpaBuUiia XopoLLero
noBeAeHWs OENCTBYIOT Be3ae - Jaxe B BUPTyaribHOM MUpE.

13. OOBbACHUTE [eTaM, 4YTO HU B KOEM Chnydae Henb3s ucnonb3oBate CeTb Ana  XynuraHcTea,
pacnpocTpaHeHUs CMNETEH UMW Yrpo3 APYrUM NOASM.

14. O6cyaute ¢ NoapocTkaMu NpoGneMbl CeTEBbIX a3apTHBIX UMP U UX BO3MOXHbIN pUCK. HamomHuTe, 4To
€TV He MOTyT UrpaTtb B 3TW UrPbl COrMACHO 3aKOHY.

MMOCTOSIHHO KOHTPONUPYNTE Ucnonb3oBaHue VIHTepHeTa Bawum pebeHkom! 3TO HE HapyLLeHne ero fMYHOro
NPOCTPaHCTBa, a Mepa NpeJoCTOPOXHOCTU U NposiBrieHne Ballen poantenbcKoi 0TBETCTBEHHOCTM U 3a60Thl.
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